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Abstract  
Data and data trading are of paramount importance for the increasingly data-driven economy 
and society that we are currently living in. Equally important is also privacy and data protection, 
particularly given that the rapid advent of technology as well as the new ways in collecting and 
processing personal data pose novel and more challenging threats to the individuals’ rights 
and freedoms related to their personal data.  
The European Union has multiply stressed both the centrality of large-scale data exchanges 
and the establishment of a European Single Digital Data Market, and the protection and 
preservation of privacy and personal data. Aligned with this background, i3-MARKET aims at 
contributing to the emergence of a blooming European Single Digital Data Market, developing 
the missing technologies and tools that will assist in overcoming the main obstacles in current 
data markets.  
This Deliverable focusing on compliance to the requirements of the European Data Protection 
Regulation by design and by default, reviews the obligations and controllers and processors 
under the EU Data Protection law; examines the different roles of i3-MARKET according to 
the foreseeable scenarios identified at the current stage; and identifies the instances in which 
i3-MARKET falls within the scope of the Regulation focusing also on its specific role in each 
case. Finally, embracing the crucial role of a Data Protection Impact Assessment to safeguard 
data protection and compliance with the Regulation it addresses the most significant questions 
such an assessment ought to include. 
The i3-MARKET project specifically develops a trusted, interoperable, and decentralized 
backplane for data trading and exchange premising on the principles of openness, fairness, 
trust, security, privacy, reliability and interoperability. Building upon a mixture of Value 
Sensitive Design and Privacy by Design methodologies, as well as considering the data 
protection by design and by default requirements of the European General Data Protection 
Regulation, privacy and data protection are considered key priorities both in terms of the i3-
MARKET research project, and in the i3-MARKET backplane.  
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1 About This Document 
Data trading as well as privacy and data protection are of key significance in contemporary 
society and economy. Within that context i3-MARKET aims at contributing the missing 
technologies that will enable the advance a of digital economy based on data trading through 
a secure, trusted, interoperable and decentralised data backplane, built upon the values and 
principles of privacy and data protection by design and by default, in compliance with the EU 
Data Protection law. To ensure compliance with the General Data Protection Regulation 
(GDPR) and safeguard that privacy and data protection are thoroughly considered and 
implemented in all the technical and organisational measures, processes and procedures 
relevant to i3-MARKET both as a Project and as a future backplane, this Deliverable focuses 
on compliance to the Regulation by design and by default, discussing the different roles of i3-
MARKET according to currently the foreseeable scenarios; and determines the instances in 
which i3-MARKET falls within the scope of the Regulation, depending on its specific role as a 
controller or a processor, in each case. Finally, embracing the crucial role of a Data Protection 
Impact Assessment to ensure privacy, data protection, and compliance with the Regulation it 
reflects upon the most significant questions such an assessment ought to include.  

 

1.1 Deliverable context 
 

Project item Relationship 

Objectives The aim of the task to which this deliverable belongs is to 
a map of the most important legal issues that can affect i3-
MARKET’s development both as a Project and as a future 
product. Given the nature of i3-MARKET as a Project and 
a backplane associated with the exchange of data one of 
the most prominent and significant legal issues is 
doubtlessly privacy and data protection, and compliance 
with the General Data Protection Regulation. This 
particular deliverable aims at clearly establishing if and 
when, under the currently foreseeable scenarios, i3-
MARKET falls with the scope of the GDPR, as well as 
determine in which cases it acts as a controller and in 
which its role is that of a processor. 

Exploitable 
results 

The legal insights deriving from this deliverable will 
contribute to the preparation of the legal documents 
necessary both for the Marketplace Backplane and the 
Pilots applications & services. It is also expected to 
contribute to all processes and procedures related to 
privacy and data protection, including technical and 
organisational measures as well as design characteristics 
to ensure the security, integrity, confidentiality and 
availability of personal data. 

Work plan Task 6.2 
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Milestones It indirectly contributes to Milestone MS03 and to the first 
release  

Deliverables D6.5 follows and extends the initial remarks of D6.2, 
focusing on the privacy and data protection related 
obligations. It is also closely connected with WP3 on 
Security, Privacy and Trust Infrastructures, while its 
remarks and the insights from D6.5 will also inform the 
contractual agreements necessary. It is also closely related 
with D2.3 on Privacy Impact Assessment (PIA) given that 
it discussed Data Protection Impact Assessment (DPIA) 
both in general and in the context of i3-MARKET and 
provides with an initial checklist for the i3-MARKET DPIA.   

Risks The deliverable contributes to ensure that i3-MARKET both 
as a Project and as a backplane will be in line with the 
requirements of the EU Data Protection law. As such, it 
contributes both in safeguarding the rights and freedoms 
of data subjects, and in ensuring that in all foreseeable 
scenarios i3-MARKET will be compliant with the General 
Data Protection Regulation. 

 

1.2 The rationale behind the structure 
The Deliverable starts with a brief introduction to the vision and the motivations behind i3-
MARKET that relate to privacy and data protection. Section 2 discuss the obligations of data 
controllers and data processors, under the GDPR, focusing on those that may be relevant for 
i3-MARKET. Section 3 continues with the identification of the different roles of i3-MARKET 
as a controller and a processor in a general way, while Section 4 is focused on describing i3-
MARKET as a project and as backplane and its possible implications in the different 
foreseeable scenarios and Section 5 exemplifies the role of i3-MARKET as controller and 
processor in the different foreseeable scenarios and sets out the applicable GDPR provisions 
respectively. Section 6 provide a summary of the activities towards the preparation for and 
issues a preliminary template for a Data Protection Impact Assessment (DPIA) for i3-MARKET 
and Finally, Section 7 looks at the next steps. 
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2 Introducing Compliance by Design & by 
Default for i3-MARKET 

 

2.1 The i3-MARKET vision 
Even though it has largely become a commonplace, it is still accurate to claim that “data is the 
oil of the 21st century.” (Economist, 2017) The significance of data can be hardly overstated, 
as various sectors, shift to data-driven strategies, while companies increasingly depend on 
internal and external data to enhance their processes, improve their products and services, 
innovate, boost their performance and create new revenue streams. Simultaneously, data is 
critical for the development of technology, the advent of innovation, as well as for policy, and 
data-driven decision-making. Whereas data has been long shared and 
exchanged,(Koutroumpis, Leiponen and Thomas, 2017) lately data sets are monetized and 
traded, creating a new and dynamic field in the economy. The blooming business of data is 
exchange is now moving away from data-brokers, towards more organized structures, 
primarily dominated by data marketplaces. The European Union (EU) has multiply stressed 
the centrality of data, and more specifically the key role of data transfers, for the Digital Single 
Market. It has also taken a number of initiatives to enhance data trading in the EU, facilitating 
the EU Data Space and adopting the EU Data Strategy, aiming to promote the EU Digital 
Single Market for Data and establish the Union as a key player in the global data market. 
Against the background of large-scale data transfers, privacy and data protection are two, 
obvious and certainly crucial, points to be considered, particularly after the entry into force of 
the GDPR in May 2018. Article 24.1 of the GDPR, provides that data controllers are expected 
to “implement appropriate technical and organisational measures to ensure and to be able to 
demonstrate that processing is performed in accordance” with the Regulation, while according 
to Article 24.2 “where proportionate in relation to processing activities, the measures referred 
to in paragraph 1 shall include the implementation of appropriate data protection policies by 
the controller.” Moreover, Article 25 of the GDPR requires the implementation of “appropriate 
technical and organisational measures” “both at the time of the determination of the means for 
processing and at the time of the processing itself” (Art.25.1). It also stipulates that 
“appropriate technical and organisational measures” should be implemented to ensure that 
“by default, only personal data which are necessary for each specific purpose of the 
processing are processed” (Art.25.2) introducing also a set of seven principles. Although it 
does not explicitly refer to privacy, the protection of personal data is vital for the preservation 
and protection of individuals’ privacy. Finally, the GDPR introduced the requirement of 
documentation and specific contractual agreements, in case processing is to be carried out 
on behalf of a controller (Art. 28) 

 

2.2 Who is a controller? 
On every occasion that an entity engages in processing of personal data, it will do so as either 
a controller or a processor. Under the GDPR, each one of these specific roles bears different 
responsibilities. Hence, it is crucial to determine one’s role regarding the processing of 
personal data, identify the scenarios in which it acts as a controller or processor, and 
understand the obligations attached to the specific role. In some cases, this may be a 
complicated task. According to Article 4.7 of the GDPR, a controller is “the natural or legal 
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person, public authority, agency or other body which, alone or jointly with others, determines 
the purposes and means of the processing of personal data.” As such, a key question helping 
an organisation to identify its role is asking who decides the purposes and the reasons for 
which personal data is collected and processed, (the “why”) and who chooses the means by 
which personal data will be processed (the “how”). If the organisation decides the purposes 
and means for personal data collection and processing, then it is, alone or with others, a data 
controller (hereafter “controller”). A controller may process the data inhouse, or outsource 
processing of the data to another entity, a processor, as we will discuss in the next Section. In 
other words, a controller can be also a processor, in which case the obligations of a processor 
are covered by the obligations of the controller, as they are essentially largely included in the 
obligations of a controller, which are wider and more significant. In this Section we shall briefly 
review the key obligations of controllers under the GDPR. Our analysis will not seek to review 
each and every controller obligation, but only those that are deemed relevant in the context of 
i3-MARKET and will then be discussed in Section 5.  
 

2.3 What is expected from controllers?  
2.3.1 The principle of accountability and the Data Protection Principles  
In general, controllers bear the main responsibility for ensuring that processing activities are 
compliant with EU data protection law. More specifically, Article 5.2 provides that “[t]he 
controller shall be responsible for, and be able to demonstrate compliance with” the Data 
Protection Principles, set out in the Article 5.1. namely, awfulness, fairness and transparency, 
purpose limitation, data minimisation, accuracy, storage limitation, integrity and 
confidentiality.1 The principle of accountability seeks to guarantee the enforcement of the Data 
Protection Principles. It requires the controllers to take responsibility on how they process 
personal data and comply with the principles and their responsibilities under the Regulation. 
Since compliance must be demonstrated, in other words the organisations should be able to 
illustrate and prove that they adhere to the principles of the GDPR, it also necessitates that 
the controllers have the appropriate and suitable measures and records in place, as well as 
adequate documentation on what personal data is processed, how, for what purpose, and how 
long data will be processed for etc. For the same reason, in some cases controllers are 
expected to have documented processes and procedures related to data protection; appoint 
data protection officers; develop and implement data protection policies; have specific 
contractual agreements in place; carry out data protection impact assessments for uses of 
personal data that are likely to result in high risk to individuals’ interests; and have privacy and 
data protection proactively “baked in” their planning and operations.  

2.3.1.1  Lawfulness  
The first of the principles-triplet of Article 5.1.a is the principle of Lawfulness, which requires 
that the controller must identify a valid legal basis for the processing of personal data. Article 
6.1 sets out the criteria for lawful processing, providing six specific grounds for lawfully 
processing personal data, namely consent of the data subject; performance of a contract to 
which the data subject is party or in order to take steps at the request of the data subject prior 
to entering into a contract, compliance with the legal obligation to which the controller is 
subject; protection of the vital interests of the data subject or of another natural person; 
performance of a task carried out in the public interest or in the exercise of official authority 
vested in the controller; and, finally, legitimate interests pursued by the controller or by a third 

 
 
1 See also Recital 39, Principles of Data Processing 
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party, except where such interests are overridden by the interests or fundamental rights and 
freedoms of the data subject which require protection of personal data, in particular where the 
data subject is a child. Recitals 40 to 46 also provide useful further information on lawfulness 
of processing, while Articles 7-10 focus on more specific issues related to consent (Art.7-8), 
special categories of personal data (Art.9), processing of personal data relating to criminal 
convictions and offences (Art.10) and processing that does not require identification (Art.11) 
It is largely up to the controller to decide which lawful basis is most appropriate, and 
demonstrate that it applies, depending on the specific purposes and the context of processing. 
It is likely that in some cases more than one basis may apply, or more than one purpose is 
relevant. In such cases, it is advisable to consider the lawful basis separately for each distinct 
processing activity. 
 
As the UK ICO explains, lawfulness also entails that data is not processed and used in a way 
that in unlawful in a more general sense, including statute and common law obligations, 
whether criminal or civil. For example, processing may be unlawful if it results in a breach of 
a duty of confidence, an infringement of copyright, a breach of an enforceable contractual 
agreement, a breach of industry-specific legislation or regulations etc.2 Moreover, certain 
types of personal data, i.e. sensitive personal data listed in Article 9 of the GDPR, are subject 
to additional protection safeguards. In principle, processing the type of personal data referred 
to in Article 9, namely data revealing racial or ethnic origin, political opinions, religious or 
philosophical beliefs, or trade union membership, genetic data, biometric data for the purpose 
of uniquely identifying a natural person, data concerning health or data concerning a natural 
person’s sex life or sexual orientation shall be prohibited, unless one of the exemptions offered 
by Art.9.2. applies. As such, to lawfully process this particular type of data there are ten specific 
conditions, that serve as exceptions from the general prohibition, namely explicit consent 
permissible under union or state law; processing necessary for obligations and/or rights in the 
field of employment, social security and social protection (if authorised by law); processing 
necessary for vital interests; legitimate activities with appropriate safeguards by a foundation, 
association or any other not-for-profit body with a political, philosophical, religious or trade 
union aim and on condition that the processing relates solely to the members or to former 
members of the body or to persons who have regular contact with it; processing of personal 
data which are manifestly made public by the data subject; processing necessary for the 
establishment, exercise or defence of legal claims or whenever courts are acting in their 
judicial capacity; substantial public interest, on the basis of Union or Member State law which 
shall be proportionate to the aim pursued; preventive or occupational medicine (if authorised 
by law); reasons of substantial public interest in the area of public health (if authorised by law); 
and for archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes in accordance with Article 89(1) based on union or state law. (Art.9.2)  
 
MS can add further specific conditions regarding genetic, biometric and/or health data, while 
Article 22.4 provides that sensitive data for solely automated decision-making that has legal 
or similarly significant effects, unless you have explicit consent or meet the substantial public 
interest condition. Broadly speaking, collection and/or processing of special category data, 
especially on a large scale, may significantly affect the obligations of a controller, particularly 
those relate to information security, and storage limitation, and require additional 
documentation. 

 

 
2 UK Information Commissioner, Principle (a): Lawfulness, fairness and transparency, available at https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/lawfulness-fairness-and-
transparency/#fairness 
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2.3.1.2  Fairness and Transparency  
Secondly, the principle of Fairness requires that personal data should not be processed in a 
way that is unjustifiably detrimental, unlawfully discriminatory, unexpected or misleading for 
the data subjects concerned. Essentially, the principle denotes that personal data should be 
processed, used and in general handled, in ways that the data subjects’ concerned would 
reasonably expect, and it shall not be used it in ways that may have unfavourable, undesirable 
or harmful unjustified effects on them. Additionally, fairness also relates to the rights and 
freedoms of data subjects. As the European Data Protection Board (EDPB) notes “measures 
and safeguards implementing the principle of fairness also support the rights and freedoms of 
data subjects, specifically the right to information (transparency), the right to intervene 
(access, erasure, data portability, rectify) and the right to limit the processing (right not to be 
subject to automated individual decision-making and non-discrimination of data subjects in 
such processes).”(The European Data Protection Board, 2020) Finally, the third of the 
principles-triplet, is Transparency. Generally speaking, transparency is a long-established 
feature of EU law, closely related to trust, fairness and the right to be informed. Particularly 
under the GDPR, it is also connected with the empowerment of data subjects, allowing them 
to make informed decisions, exercise control over the way their personal data is used, and 
hold controllers accountable.(Article 29 Data Protection Working Party, 2018b)  
 
The principle of transparency requires that “any information and communication relating to the 
processing of those personal data be easily accessible and easy to understand, and that clear 
and plain language be used.”(Recital 39) In the bear minimum, it entails informing the data 
subjects on the identity of the controller and the purposes of the processing as well as offering 
any further information to ensure fair and transparent processing. It also requires that data 
subjects are thoroughly informed about the risks, rules, safeguards and rights in relation to the 
processing of personal data and how to exercise their rights in relation to such processing. The 
principle is also embedded in Articles 12, 13, 14 and 34. Article 12 provides general rules on 
transparency, which apply to the provision of information (Articles 13-14) and 
communications with data subjects concerning their rights (Articles 15-22) and in relation to 
data breaches (Article 34). More specifically, it requires that information must be concise, 
transparent, intelligible and easily accessible, using clear and plain language, especially when 
children are involved. Finally, when the information must be provided is very significant, since 
“providing it in a timely manner is a vital element of the transparency obligation and the 
obligation to process data fairly”(Article 29 Data Protection Working Party, 2018b) Hence, in 
case data is collected directly from the data subject, (Art.13) then according to Article 13.1 
the information must be provided “at the time when personal data are obtained,”  while if the 
personal data is indirectly obtained, then according to Article 14 the information must be 
provided within a “reasonable period” after obtaining the personal data and no later than one 
month, which may be further curtailed, in case the data is used for communication with the 
data subject (Art.14.3.b).  

2.3.1.3  Purpose Limitation 
Article 5.1.b introduces the principle of Purpose Limitation, according to which the controller 
must collect data for specified, explicit, and legitimate purposes, and not further process the 
data in a manner that is incompatible with the purposes for which it was collected. Recital 39 
further explains that “the specific purposes for which personal data are processed should be 
explicit and legitimate and determined at the time of the collection of the personal data.” 
Although, the GDPR brought limited changes to the principle of purpose limitation, it is very 
important for cases of secondary use of data. Combined with Recital 50, Article 5.1.b provides 
that if further processing is to take place, the controller must ensure that this processing has 
purposes compatible with the original ones. Whether a new purpose is compatible or not, shall 
be assessed according to the criteria in Article 6.4. Further processing of personal data for 
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archiving, scientific, historical or statistical purposes is permitted, but is subject to the 
additional safeguards provided in Article 89 of the GDPR. The principle has clear links with 
the principle of fairness, lawfulness and transparency, while it is integral to hold the controllers 
accountable for the way they use data.  

3.2.1.4 Data Minimization, Accuracy & Storage Limitation 
The next principle, which of Data Minimization requires that personal data collected and 
processed should be adequate, relevant, and limited to what is necessary for the purposes for 
which they are processed. It is the first of the three principles about data standards, along with 
accuracy and storage limitation. It essentially embodies the idea that, subject to limited 
exceptions, an organisation should only process the personal data that is strictly necessary in 
order to achieve its processing purposes. Combined with the accountability principle, this 
means that the controller needs to be able to demonstrate that has appropriate processes to 
ensure that only the necessary and relevant personal data is collected and processed, in 
accordance with the purposes identified. Thus, the controller is required to predetermine which 
features and parameters of processing systems and their supporting functions are 
permissible. Additionally, it should be examined and verified that the relevant purposes cannot 
be achieved by processing fewer personal data or having less detailed or aggregated personal 
data. In other words, the controller should collect and process only the minimum amount of 
personal data required for the identified purpose. Apart from data minimization practices, the 
controller is also expected to promptly delete or mask personal data that is no longer required 
and perform periodic checks to ensure the adequacy and relevance of the personal data 
processed. Moreover, in case of further processing, the controller should periodically consider 
whether processed personal data is still adequate, relevant and necessary, or if the data shall 
be deleted or anonymised. 
 
The second data standardization principle is that of Accuracy, which stems from the 
observation that there are apparent and sometimes significant risks for the data subjects if 
inaccurate data is processed. Hence, the principle seeks to make controllers responsible for 
taking all reasonable steps to ensure that personal data is kept accurate. It requires that data 
shall be accurate and kept up to date, and every reasonable step shall be taken to ensure that 
personal data that is inaccurate, having regard to the purposes for which they are processed, 
are erased or rectified without delay. For a controller this essentially means that, depending 
on the set purposes, the necessary steps should be identified, and the appropriate 
mechanisms should be put in place to ensure that data will be checked and if needed rectified 
without delay.  
 
The last of the three data standards principles is the principle of Storage Limitation. It builds 
on the idea that retaining personal data should only for the period of time necessary for the 
purposes for which it was collected, or for which it is further processed, is key to ensuring fair 
processing. There is also a clear connection with the principle of accuracy, as making sure 
that personal data no longer necessary is erased or anonymised reduces the risk that it 
becomes irrelevant, excessive, inaccurate or out of date. Hence, the controller should have 
planned in advance and be able to justify for how long personal data will be kept. According 
to Article 5.1.e and Recital 39, “personal data must be kept in a form that permits identification 
of data subjects” for a period of time that “is limited to a strict minimum” in accordance with 
the purpose of the processing. To that end, retention policies or retention schedules, listing 
the type of personal data stored, the purposes of processing, the legitimating basis/es, and 
the retention period may assist the data controller both compliant with the requirements of the 
GDPR, including the documentation ones (Art.30) Moreover, the controller should perform 
regular reviews to verify that personal data is not stored beyond the intended use or the set 
period. As EDPB notes “measures and safeguards that implement the principle of storage 
limitation shall complement the rights and freedoms of the data subjects, specifically, the right 
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to erasure and the right to object” (The European Data Protection Board, 2020) Legal 
obligations, or legitimate rights of the controller may permit keeping personal data for longer 
periods than the purpose indicates. Finally, the provision allows for personal data to be stored 
longer “insofar as the personal data will be processed solely for archiving purposes in the 
public interest, scientific or historical research purposes or statistical purposes in accordance 
with Article 89(1).” It also required that personal data retained for such purposes must be 
“subject to implementation of the appropriate technical and organisational measures required 
[…] in order to safeguard the rights and freedoms of the data subject.”3  

2.3.1.5  Integrity and Confidentiality  
The last Data Processing Principle is the dual principle of Integrity and Confidentiality. The 
provision reflects the idea that data security, as well as the protection and preservation of the 
integrity and confidentiality of personal data constitute fundamental obligations of the 
controller. This is commonly referred to as the “security principle” of the GDPR, which 
concerns the broad concept of information security. It essentially denotes that the controller is 
required and expected to have appropriate security to prevent the accidental or deliberate 
compromise of personal data. It includes more than cybersecurity, while co-examining it with 
Article 32 it refers to technical as well as organisational security measures. Recital 78 notes 
that “to be able to demonstrate compliance with this Regulation, the controller should adopt 
internal policies and implement measures which meet in particular the principles of data 
protection by design and data protection by default.” Moreover, demonstrating the close 
connection between all the previously discussed principles, the Recital explains that “such 
measures could consist, inter alia, of minimising the processing of personal data, 
pseudonymising personal data as soon as possible, transparency with regard to the functions 
and processing of personal data, enabling the data subject to monitor the data processing, 
enabling the controller to create and improve security features.” Furthermore, it stresses that 
privacy and data protection should be considered at the earliest stages of a project, 
“developing and designing such products, services and applications and, with due regard to 
the state of the art.” 

2.3.2  The responsibilities of the Data Controllers  
Although the principle of accountability and the formerly discussed Article 5 set the 
foundations of controllers’ accountability and their responsibility to safeguard adherence to the 
Data Protection Principles, the responsibilities of the controllers are in detail addressed in 
Chapter 4 of the Regulation, while some obligations can be also identified scattered in other 

 
 
3 Article 89 focuses on archiving purposes in the public interest, scientific or historical research purposes or statistical purposes, 
offering guidelines for processing of personal data within such contexts. The first paragraph stipulates that when personal data 
is processed for archiving purposes in the public interest, scientific or historical research purposes or purposes related to statistics, 
there should be appropriate safeguards in place, in accordance to the principles and requirements of the Regulation, and the 
rights of the data subjects. Moreover, such safeguards must be complemented by technical and organizational measures, 
ensuring adherence to the principle of data minimization, while pseudonymisation should be applied when possible. The second 
paragraph and third provides that, subject to appropriate safeguards, as described previously, and provided that there is no risk 
of breaching the privacy of the data subject, Member States (MS) may restrict the data subjects’ rights. In case of processing for 
scientific or historical research purposes or statistical purposes, the data subjects’ rights to access (Art.15), rectification (Art.16), 
restrict processing (Art.18) and object to data processing (Art.21) may be restricted. On the other hand, in case of processing of 
personal data for archiving purposes in the public interest, apart from the aforementioned rights, the notification obligation 
regarding rectification or erasure of personal data or restriction of processing (Art.19) as well as the right to data portability (Art.20) 
may also be restricted. Such derogations are permitted only to the extent that the exercise of these rights by the data subjects 
would render the achievement of the intended purpose impossible or seriously impair the operation. Recitals 156 to 160 shed 
light to certain aspects of Article 89. Especially recitals 157 and 159 highlight value of scientific research and the significance of 
balancing the imperative of protection individuals’ personal data and privacy, without depriving researchers from valuable input. 
The Recitals emphatically stress that the Regulation and its safeguards apply also on processing of personal data for scientific 
research, providing though with some flexibility. Additionally, Recital 159 clarifies that “[f]or the purposes of this Regulation, the 
processing of personal data for scientific research purposes should be interpreted in a broad manner including for example 
technological development and demonstration, fundamental research, applied research and privately funded research.” 
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provisions. Moreover, according to Article 12, read under the light of Recitals 58-60, the 
controller should facilitate the exercise of the rights of data subjects introduced under the 
Regulation. Additionally, “[t]he controller should also provide means for requests to be made 
electronically, especially where personal data are processed by electronic means” (Recital 
59), while the controller is expected to respond to requests without undue delay, at the latest 
within thirty days, and offer adequate justification in case the controller does not intend to 
comply with the data subject’s request. Finally, Articles 23 and 89 introduce specific 
restrictions to the obligation of the controller to facilitate data subjects’ rights. Nevertheless, it 
would be accurate to claim that the controller is responsible for safeguarding in general and 
demonstrating that the collection and processing of personal data is at all stages in line with 
the principles and the requirements of the Regulation. Here we shall focus on the 
responsibilities and obligations relevant to the i3-MARKET Project. 

2.3.2.1 Article 24 
Article 24 of the GDPR provides that “taking into account the nature, scope, context and 
purposes of processing as well as the risks of varying likelihood and severity for the rights and 
freedoms of natural persons, the controller shall implement appropriate technical and 
organisational measures to ensure and to be able to demonstrate that processing is performed 
in accordance” to the Regulation. Those measures are to be reviewed and updated when 
necessary. The measures may include implementing an appropriate privacy policy (Art.24.2), 
while to demonstrate compliance, controllers may adhere to approved codes of conduct 
described under Article 40 of the GDPR, or seek approved certification, as referred to in Article 
42 of the GDPR. Shedding further light on the provision, Recital 74 explains that the controller 
“should be obliged to implement appropriate and effective measures and be able to 
demonstrate the compliance of processing activities with this Regulation, including the 
effectiveness of the measures” considering also the nature, scope, context and purposes of 
the processing, as well as the risk to the rights and freedoms of natural persons. The risk to 
individuals’ rights and freedoms may be caused by processing of personal data which “could 
lead to physical, material or non-material damage.” Recital 75 further exemplifies instances of 
high-risk processing, referring to processing which may ensue “discrimination, identity theft or 
fraud, financial loss, damage to the reputation, loss of confidentiality of personal data protected 
by professional secrecy, unauthorised reversal of pseudonymisation, or any other significant 
economic or social disadvantage.” Deprivation of rights and freedoms, loss of control over 
personal data, exposure of racial or ethnic origin, political opinions, religion or philosophical 
beliefs, trade union membership, as well as “the processing of genetic data, data concerning 
health or data concerning sex life or criminal convictions and offences,” profiling, processing 
personal data of “vulnerable natural persons, in particular of children” or processing that 
“involves a large amount of personal data and affects a large number of data subjects.” 

2.3.2.2 Article 25 
Article 25, on data protection by design and by default introduces one of the most noteworthy 
and impactful innovations of the Regulation, going one step further from “privacy by design.” 
Whereas the Data Protection Detective4 already obliged controllers to ensure compliance with 
its requirements and adopt the necessary and appropriate technical and organisational 
measures to protect data, there was room  for privacy considerations to be reduced to a mere 
afterthought in the development process. Under Article 25, it is required that privacy and data 
protection must be major ingredients of new products and services, instead of an ex-post 
consideration. The key obligation is that controllers have data protection designed into the 

 
 
4 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with 
regard to the processing of personal data and on the free movement of such data 
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processing of personal data and as a default setting, and that data protection is prioritised 
since the initial stages of a project and throughout the processing lifecycle. Moreover, it entails 
the implementation of appropriate measures and necessary safeguards that provide effective 
implementation of the data protection principles and, consequentially, data subjects’ rights and 
freedoms by design and by default. This principle means that compliance with EU data 
protection law should not be an after-thought. Instead, privacy and data protection should be 
treated as central issues and crucial requirements in the planning and implementation of any 
new product or service that in any way involves personal data.  
 
The article practically constitutes the legislative expression of the lengthy discussed in 
academia “Privacy by Design” (PBD) (Cavoukian, 2009) and a crystallisation of “Legal 
Protection by Design.” (LPBD)(Hildebrandt, 2011) It reflects the realisation that legislative 
measures alone hardly suffice to protect data and preserve privacy. Especially considering 
the rapid advent of technology and the centrality of data and data trading, as well as the new 
means of data collection and data processing, the ex post consideration of privacy and data 
protection was falling short to adequately protect and rights and the legitimate interests of the 
involved individuals. Moreover, the mere encouragement for data controllers to proactively 
consider privacy and embody data protection principles was in practice proven to be 
inadequate. Therefore, it was deemed necessary to legislatively require that privacy and data 
protection are key considerations. The provision mirrors several of the proposed in academia 
privacy and data protection principles, such as those suggested by Ann Cavoukian 
(Cavoukian, 2009) and Peter Schaar (Schaar, 2010) and bears several similarities with 
ISO/IEC 29100:2011 on security techniques and privacy framework. Apart from its central 
place in the Regulation and the key role it has for the effective protection of personal data, it 
may be considered as having a remarkable symbolic function, inaugurating a new era in the 
protection of fundamental rights.(Hildebrandt, 2017) 
 
Briefly, what the provision requires is that data protection and privacy issues are prioritised, 
placed at the core of all relevant systems and processes by design and by default. The 
controller is required and expected to implement appropriate technical and organisational 
measures aimed to implement the data protection principles and to integrate the necessary 
safeguards into the processing in order to meet the requirements and protect the rights and 
freedoms of data subjects. These measures and safeguards are practically intended to serve 
the same purpose, namely protecting the rights of data subjects and ensuring that the 
protection of their personal data is embedded into the processing and duly considered at each 
and every stage of processing for the entire processing lifespan. It practically stresses the 
significance of applying the Data Protection Principles, as set out in Article 5, protecting and 
safeguarding the data subjects’ rights and freedoms, and in particular their right to the 
protection of their privacy and personal data, as well as ensuring the objectives and 
requirements of the GDPR, throughout all the processes and procedures. The formal 
guidelines, adopted by the EDPB this October further exemplify the Article, and the 
requirement for Data Protection by Design and by Default, offering useful advice while further 
stressing that it is an obligation for all controllers, irrespective of size and varying complexity 
of processing.(The European Data Protection Board, 2020)   
 
“By design” essentially means embedding privacy and data protection features as well as 
privacy and data protection enhancing technologies directly into the design of projects, and to 
integrate the necessary safeguards into the processing in order to meet the requirements and 
protect the rights and freedoms of data subjects. [3] Particularly in technology-related projects, 
it seems that the first paragraph of the Art.25 requires that privacy and data protection inform 
the design decisions and the engineering choices (Recital 78). The first paragraph of Article 
25, combined with Recital 78, may offer additional guidance, listing some elements that the 
controller has to consider when determining the measures of a specific processing operation 
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and offering useful examples of appropriate measures, such as “minimising the processing of 
personal data, pseudonymising personal data as soon as possible, transparency with regard 
to the functions and processing of personal data, enabling the data subject to monitor the data 
processing, enabling the controller to create and improve security features.” On the other 
hand, “by default” denotes that the user service default settings must be automatically data 
protection friendly, without pre-checked boxes and automatic opt-ins and that only data which 
is necessary for each specific purpose of the processing should be gathered at all. 
Nevertheless, “by design and data protection by default are complementary concepts, which 
mutually reinforce each other.”(The European Data Protection Board, 2020) What exactly 
“technical and organisational measures and necessary safeguards” denote should be 
perceived in a broad sense, ranging from personnel training to advance technical solutions. 
Yet, in each case, the context and risks associated with processing in question should be 
carefully considered, while any method or means adopted must be suitable for effectively 
implementing the data protection principles. 

2.3.2.3 Article 28 
Organisations that act as controllers regularly appoint other entities to process personal data 
on the behalf. These service providers engaging with the processing of personal data on 
behalf of a controller are referred to as “data processors” (hereafter “processors”) defined in 
Article 4.8 of the GDPR. Such practices are permitted by EU law under certain requirements. 
As such, according to Article 28, a controller that wishes to appoint a processor must only 
use processors that guarantee compliance with the GDPR, implementing all the appropriate 
and necessary technical and organisational measures (Art.28.1 and Recital 81) The controller 
must appoint the processor through a binding legal agreement in writing, (Art.28.3, Art.28.9 
and Recital 81), which clearly establishes the subject-matter and duration of the processing, 
the nature and purpose of the processing, the type of personal data and categories of data 
subjects and the obligations and rights of the controller. Moreover, Article 28.3 sets out clearly 
the specific provisions such an agreement between a controller and a processor must 
necessarily include. This legal agreement between controllers and processors is very 
significant for both parties.  

2.3.2.4 Article 30 
As mentioned earlier, given that the controllers are expected to be able to demonstrate 
compliance, documentation, in the form of records of processing activities, is very significant. 
More specifically, according to Article 30, to demonstrate compliance, controllers that do not 
fall in the scope of the exemption introduced by Art.30.5, are required to maintain a record of 
their processing activities, containing all the information specified in Art.30.1, namely the name 
and contact details of the controller (along with any joint controllers, and data protection 
officers); the purposes of the processing; a description of the categories of data subjects and 
of the categories of personal data; the categories of recipients to whom the personal data have 
been or will be disclosed including recipients in third countries or international organisations; 
where applicable, transfers of personal data to a third country or an international organisation 
(including the identification of that third country or international organisation, along with any 
required documentation of suitable safeguards, if applicable); the envisaged time limits for 
erasure of the different categories of data; and a general description of the technical and 
organisational security measures employed. On request, the controller is expected to make 
the record available to the supervisory authority at request. 
 
It is noteworthy that the derogation provided by Article 30.5 is limited. It does not apply in case 
of processing that is likely to result in a risk to the rights and freedoms of data subjects; in case 
of processing that is not occasional; and in case of processing that includes special categories 
of data, or personal data relating to criminal convictions and offences. Moreover, WP 29, 
offering its opinion on the derogations from the obligation to maintain records of processing 
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activities, encouraged record-keeping and documentation, even for those controllers that fall 
within the exemption. In this, adopted by the EDPB, opinion “The WP29 highlights that the 
record of processing activities is a very useful means to support an analysis of the implications 
of any processing whether existing or planned”(Article 29 Data Protection Working Party, 
2018c) According to WP 29, the process of recording and the overall documentation, apart 
from an obvious way to demonstrate compliance, allows the “factual assessment of the risk” 
involved in processing activities, as well as the identification and implementation of appropriate 
security measures to safeguard personal data. Hence, it encourages it, even on a voluntary 
basis.  

2.3.2.5 Articles 31, 33 & 34 
Article 31 provides that controllers are obliged to cooperate, on request, with the data 
protection supervisory authorities. In essence, the Regulation simply codified an already 
existing obligation. Article 31, along with Recital 82 essentially underline the significance of 
record keeping, not only as a vital element to demonstrate compliance, but also as a 
prerequisite for cooperating with the Data Protection Authorities (DPAs). On the other hand, 
Articles 33 to 34, relate to the duties of the controller in case of a personal data breach. 
According to Article 4.12 a personal data breach is “a breach of security leading to the 
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data transmitted, stored or otherwise processed.” This includes breaches that are 
the result of both accidental and deliberate causes. Practically, a breach is a security incident 
the consequence of which is that the controller may not able to ensure compliance with the 
Data Protection Principles of Article 5. As such, it does not constitute a mere security failure, 
while depending on the circumstances, a breach may affect the confidentiality, integrity and/or 
availability of personal data at the same time, as well as any combination of these. 
 
In its “Guidelines on Personal data breach notification under Regulation 2016/679” (Article 29 
Data Protection Working Party, 2018a)WP 29 explained that “destruction” denotes the 
situation is which the data no longer exists, or no longer exists in a form that is of any use to 
the controller; “damage” denotes the situation in which personal data has been altered, 
corrupted, or is no longer complete; “loss” should be understood as the situation in which the 
data may still exist, but the controller has lost control or access to it, or no longer has it in its 
possession; and finally, “unauthorised or unlawful processing” may include disclosure of 
personal data to (or access by) recipients who are not authorised to receive (or access) the 
data, or any other form of processing which violates the Regulation. A breach may have a 
wide range of significant adverse effects on data subjects, leading to physical, material or non-
material damage, including loss of control over their personal information, restriction of their 
rights, potential damage to their reputation, loss of confidentiality of personal data protected 
by professional secrecy etc. The DPAs can only take the necessary remedy and enforcement 
action only if they are aware of those breaches. Similarly, the data subjects can only take 
appropriate measures to protect themselves only if they are informed that a personal data 
breach occurred. To that end, the Regulation introduces a duty on controllers to report certain 
personal data breaches to the DPAs and the individuals concerned. 
 
Article 33 provides that “in the case of a personal data breach, the controller shall without 
undue delay and, where feasible, not later than 72 hours after having become aware of it, 
notify the personal data breach to the supervisory authority competent […] unless the personal 
data breach is unlikely to result in a risk to the rights and freedoms of natural persons.”  The 
notification must include at least a description of the data breach, including the numbers of 
data subjects affected and the categories of data affected; the name and contact details of the 
Data Protection Officer (DPO) (or other relevant point of contact); the likely consequences of 
the data breach; and any measures taken by the controller to remedy or mitigate the breach. 
In case of delayed report, the controller is expected to justify the late notification. Information 
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must be provided without undue delay, while all data breaches, regardless their severity, must 
be recorded, along with their effects and the corrective action taken. Similarly, Article 34 
provides that in case “the personal data breach is likely to result in a high risk to the rights and 
freedoms of natural persons, the controller shall communicate the personal data breach to the 
data subject without undue delay.” The notification should describe “in clear and plain 
language the nature of the personal data breach” and at least contain the name and contact 
details of the DPO (or other relevant point of contact); the likely consequences of the data 
breach; and any measures taken by the controller to remedy or mitigate the breach.  
 
In both cases, promptly detecting the data breach and estimating the severity of the situation 
are vital. In case of notifying the data protection authorities (Art.33) it is necessary to assess 
the “risk to the rights and freedoms of natural persons” while when it comes to informing the 
affected data subjects, it is necessary to estimate if the risk for the rights and freedoms of 
individuals is high. Before discussing these two variables, it is noteworthy to mention that key 
for complying with the two Articles seem to be ensuring that there is a robust breach detection, 
investigation mechanism in place, as well as specific internal reporting procedures. According 
to Article 33, the controller must notify the DPAs without undue delay and, where feasible, not 
later than 72 hours after having become aware of it. Offering some insight as on how 
“becoming aware” should be perceived, in its guidelines on the Article, WP 29 noted that a 
controller should be considered aware when “a reasonable degree of certainty that a security 
incident has occurred that has led to personal data being compromised”.(Article 29 Data 
Protection Working Party, 2018a) Of course, this exact moment will depend on the specific 
circumstances of each particular breach.(Article 29 Data Protection Working Party, 2018a) 
The significance of being able to timely identify a breach and assess the risk in also highlighted 
in Recital 87, stressing that “It should be ascertained whether all appropriate technological 
protection and organisational measures have been implemented to establish immediately 
whether a personal data breach has taken place and to inform promptly the supervisory 
authority and the data subject.” 
 
Once becoming aware, the controller must notify the data protection authorities without undue 
delay, and where feasible, not later than 72 hours. During this period, the controller should 
evaluate the likely risk to individuals to determine whether the requirement for notification has 
been triggered and consider the counteraction and the necessary measures that need to be 
taken to contain the incident and mitigate the risks. A simple rule of thumb is that in most cases 
the DPAs should be informed, as the risk threshold is significantly lower comparing to the 
obligation to inform the data subjects. Recitals 75 and 76 suggest that generally when 
assessing risk, both the likelihood and severity of the risk to the rights and freedoms of data 
subjects should be examined, while the overall risk should be objectively evaluated. The 72-
hour deadline for reporting data breaches to data protection authorities may prove extremely 
challenging for controllers, unless they have already established mechanisms. Moreover, the 
obligation to notify data subjects imposes additional burden on controllers, while increasing 
the danger of reputational harm. Hence, a Data Protection Impact Assessment (DPIA) may 
offer valuable insights and tools to handle the situation and mitigate the risks. Moreover, WP 
29 has recommended a number of factors to be considered in order to evaluate the risks 
involved, including the type of breach; the nature, sensitivity, and volume of personal data; the 
ease of identification of individuals; the severity of consequences for individuals; the special 
characteristics of the individuals and the controller; and the number of the affected individuals. 
.(Article 29 Data Protection Working Party, 2018a) Making regular checks, having specific 
internal processes and procedures already established and personnel dedicated in checking 
for security incidents and personal data breaches, as well as creating templates and 
proactively coming up with possible remedies may enhance controllers ability to respond to 
such cases in accordance to the requirements of the Regulation.  
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2.3.2.6 Article 32 
As mentioned earlier, Article 5.1.f introduces the security principle of the GDPR, 
complemented by Article 32, which introduces the obligation of the controller to ensure the 
security of the processing. Broadly speaking, securely processing personal data constitutes 
one of the central principles of the Regulation. This requirement should be understood as 
denoting more than information security. What Article 32 essentially entails is not a blanket 
understanding of the security requirement. It rather promotes an understanding of security 
tailored to the form and purpose of processing and suggests the adoption of measures that 
better correspond to the risks and the potential harms that may be foreseeable in accordance 
with the processing of personal data in question. Paragraph 1 offers guidance, both regarding 
the issues and parameters that need to be considered, and the technical and organisational 
measures to be taken. It notes that technical and organisational measures should be 
implemented considering “the state of the art, the costs of implementation and the nature, 
scope, context and purposes of processing as well as the risk of varying likelihood and severity 
for the rights and freedoms of natural persons.” Such measures may include “(a) the 
pseudonymisation and encryption of personal data; (b) the ability to ensure the ongoing 
confidentiality, integrity, availability and resilience of processing systems and services; (c) the 
ability to restore the availability and access to personal data in a timely manner in the event of 
a physical or technical incident; (d) a process for regularly testing, assessing and evaluating 
the effectiveness of technical and organisational measures for ensuring the security of the 
processing.” Points (b) and (d) highlight that the technical and organisational measures should 
be revisited and revised, stressing that compliance with the requirements of the Regulation is 
an ongoing process, while (a) and (c) stress the need for technical measures, redundancy and 
back-up facilities. 
On the other hand, paragraph 2 provides with some insights on how the level of security is to 
be assessed, suggesting that to evaluate if the measures are adequate “the risks that are 
presented by processing, in particular from accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to personal data transmitted, stored or otherwise 
processed” should be considered. Recitals 75 to 78 shed further light on the provision. More 
specifically, Recital 75 explains that the risk to individuals’ rights and freedoms is to be 
assessed considering whether “the processing may give rise to discrimination, identity theft or 
fraud, financial loss, damage to the reputation, loss of confidentiality of personal data protected 
by professional secrecy, unauthorised reversal of pseudonymisation, or any other significant 
economic or social disadvantage,” or whether “data subjects might be deprived of their rights 
and freedoms or prevented from exercising control over their personal data” as well as in 
cases where   racial or ethnic origin, political opinions, religion or philosophical beliefs, trade 
union membership may be revealed through the processing. It is also critical to consider 
whether the processing entails genetic data, data concerning health or data concerning sex 
life or criminal convictions and offences, the evaluation of personal data in the form of profiling 
that may bear legally significant outcomes for the individual or personal data of vulnerable 
natural persons or large number of data subjects is involved.  

2.3.2.7 Article 35 
Article 35 relates with the obligation to conduct “Data Protection Impact Assessments” (DPIA) 
which constitutes one of the innovations of the Regulation, and, in principle, a new burden on 
controllers. According to paragraph 1, “Where a type of processing in particular using new 
technologies, and taking into account the nature, scope, context and purposes of the 
processing, is likely to result in a high risk to the rights and freedoms of natural persons, the 
controller shall, prior to the processing, carry out an assessment of the impact of the envisaged 
processing operations on the protection of personal data” while paragraph 3 further clarifies 
that a DPIA is necessarily required in case of “(a) a systematic and extensive evaluation of 
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personal aspects relating to natural persons which is based on automated processing, 
including profiling, and on which decisions are based that produce legal effects concerning 
the natural person or similarly significantly affect the natural person; (b) processing on a large 
scale of special categories of data referred to in Article 9(1), or of personal data relating to 
criminal convictions and offences referred to in Article 10; or (c) a systematic monitoring of a 
publicly accessible area on a large scale.” It is up to the MS supervisory authorities to make a 
list of the processing operations for which no DPIA is required, and those for which a DPIA is 
obligatory (Art.35.4 and Art.35.5) Based on Art.35.7, a DPIA shall contain at least  
“(a)a systematic description of the envisaged processing operations and the purposes of the 
processing, including, where applicable, the legitimate interest pursued by the controller; (b) 
an assessment of the necessity and proportionality of the processing operations in relation to 
the purposes; (c) an assessment of the risks to the rights and freedoms of data subjects; and 
(d) the measures envisaged to address the risks, including safeguards, security measures and 
mechanisms to ensure the protection of personal data and to demonstrate compliance with 
this Regulation taking into account the rights and legitimate interests of data subjects and 
other persons concerned.” Finally, adherence to approved codes of conduct shall be 
considered when assessing the impact of the processing (Art.35.8), while if deemed 
appropriate the views of the affected data subjects or their representatives should also take 
into account (Art.35.9) 
A significant differentiating point between the GDPR and previous EU data protection laws is 
the element of “demonstrated compliance” combined with a largely proactive stance towards 
privacy and data protection that the Regulation embraces and seeks to promote. As such, 
DPIAs have a central role both in assisting controllers to demonstrate compliance, as well as 
in allowing them to systematically and comprehensively analyse their processing operations, 
identify the privacy and data protection risks that are inherent in proposed data processing 
activities, address and mitigate them before they materialise. As WP 29 exemplifies, “a DPIA 
is a process designed to describe the processing, assess the necessity and proportionality of 
a processing and to help manage the risks to the rights and freedoms of natural persons 
resulting from the processing of personal data […] they help controllers not only to comply with 
requirements of the GDPR, but also to demonstrate that appropriate measures have been 
taken to ensure compliance with the Regulation. In other words, a DPIA is a process for 
building and demonstrating compliance.” (Article 29 Working Party, 2017) However, even 
though the centrality of a DPIA can be hardly overstated for ensuring and demonstrating 
compliance, it is not always clear when a DPIA is necessarily required or simply suggested.  
So, when is a DPIA required? Broadly speaking, in line with the risk-based approach of the 
GDPR, conducting a DPIA is not mandatory unless the processing is “likely to result in a high 
risk to the rights and freedoms of natural persons.” (Art.35.1) As noted previously, safely 
assessing the risk for individuals’ rights and freedoms is a tricky task. Especially when it comes 
to DPIA, given that according to Article 35, DPIA must be conducted before the beginning of 
a processing activity, evaluating the potential risks even before the processing activities start 
is arguably more challenging. Hence, controllers are required to thoroughly look for factors 
that point towards potential risks, and carefully consider how probable, extensive and severe 
they might be. The GDPR clearly requires a DPIA in three distinct cases, namely in case of 
systematic and extensive profiling with significant effects, in case of processing that involves 
special category or criminal offence data on a large scale, and in case of systematically 
monitoring publicly accessible places on a large scale. Moreover, the controller may seek the 
advice of the Data Protection Officer (DPO), where designated (Art.35.2) In short, the 
requirement for a DPIA according to Article 35 can be summarised as depicted in Error! 
Reference source not found..  
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Figure 1: Deciding on the necessity to conduct a DPIA (adopted from “Guidelines on Data Protection 

Impact Assessment (DPIA) and determining whether processing is “likely to result in a high risk” for the purposes 
of Regulation 2016/679” by WP29) 

Trying to shed some light on the requirement for a DPIA, in its guidelines, WP 29 highlights a 
number of criteria for processing operations for which a DPIA is absolutely required, due to 
their inherent high risk. The more criteria are met by the processing, the more likely it is to 
present a high risk to the rights and freedoms of data subjects, and therefore to require a 
DPIA. Reversely, if a processing operation meets less than two criteria it is less likely that a 
DPIA will be needed.(Article 29 Working Party, 2017) Thus, a DPIA may be mandatory in case 
of processing involving the usage of innovative technology; entailing profiling or special 
category data to decide on access to services; comprised of profiling individuals on a large 
scale; including processing of biometric data and/or genetic data; involving combining 
datasets from different sources; engaging with tracking of individuals’ location; entailing 
children’s profiling or target marketing or online services at them; or constituting invisible 
processing. Nevertheless, WP 29 strongly encourages controllers to carry out DPIAs even on 
a voluntary basis, as it is an effective tool to ensure the adequate protection of personal data 
and preservation of individual’s privacy, and an excellent way to demonstrate compliance with 
the GDPR. By conducting DPIAs, controllers may be able identify and address risks that would 
otherwise not have been detected and avoid breaches of the GDPR. Hence, even if there is 
no specific or strong indication of likely high risk, it is good practice to conduct a DPIA, 
particularly in case of any new project involving processing of personal data and new 
technologies.  
Consequently, as a rule of thumb, it seems that when in doubt conducting a DPIA is the best 
option. Yet, how should the DPIA be conducted? Art.35.1, Art.35.10 and Recitals 90 and 93 
stress that it should be carried out “prior to the processing,” hence, it may be argued that it 
should start “as early as practical in the design of the processing operation even if some of 
the processing operations are still unknown”(Article 29 Working Party, 2017) WP 29 suggests 
that merely the fact that the DPIA may need to be revisited and revised once the processing 
has actually started, does not constitute a valid reason for postponing it. On the contrary, as 
a matter of good practice and an evidence of compliance, the DPIA should be regularly 
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updated throughout the lifecycle of the project. Additionally, it may be “necessary to repeat 
individual steps of the assessment as the development process progresses because the 
selection of certain technical or organizational measures may affect the severity or likelihood 
of the risks posed by the processing.”(Article 29 Working Party, 2017) Broadly speaking, 
whereas when the first DPIA should be conducted is fairly clear, how often DPIA should be 
updated largely depends on the nature of the processing, the rate of change in the processing 
operation and general circumstances, while in cases where processing dynamically evolves, 
the DPIA may be an on-going process.  
Whilst clearly it is the responsibility of the controller to ensure that the DPIA is carried out 
(Art.35.2), it may be conducted by someone else. When designated, the controller must also 
seek the advice of the DPO, who should also oversee the DPIA procedure, and in case the 
processing is totally or partly performed by a data processor, the processor should assist in 
the DPIA, providing also any necessary information. Moreover, “where appropriate” the 
controller must also “seek the views of data subjects or their representatives.” (Art.35.9) The 
GDPR provides the controller with a remarkable degree of flexibility, allowing them to 
determine freely the exact structure and form of the DPIA, reflecting the idea that it should be 
tailored to the processing operation in question.  As previously noted, the minimum enclosures 
of a DPIA are described in Art.35.7, including:  

§ a description of the envisaged processing operations and the purposes of the 
processing; 

§ an assessment of the necessity and proportionality of the processing; 
§ an assessment of the risks to the rights and freedoms of data subjects; 
§ the measures envisaged to: 

• address the risks; 

• demonstrate compliance with the Regulation.  
These elements essentially imply that a DPIA is in practice an iterative process, as displayed 
in Error! Reference source not found. and Error! Reference source not found.. 
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Figure 2:The iterative process of a DPIA (adopted from the UK Ico. info sheet on “Data Protection Impact 

Assessments") 

 

 
Figure 3: The iterative process of a DPIA (from “Guidelines on Data Protection Impact Assessment (DPIA) 

and determining whether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679” by 
WP29) 
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Finally, while publishing a DPIA is not a legal requirement of the GDPR, WP 29 suggests that 
controllers should consider sharing their DPIA with the public, wholly or party, as a good 
practice that also allows them to foster trust and demonstrate accountability and transparency. 

2.3.2.8  Articles 37 to 39 
A further innovation of the Regulation is the requirement for the appointment of a DPO, 
introduced under Article 37 for both controllers and processors, in case of (a) processing 
carried out by a public authority or body, (b) their core activities involve processing operations 
which, by virtue of their nature, their scope and/or their purposes, require regular and 
systematic monitoring of data subjects on a large scale; or (c) their core activities include 
processing on a large scale of special categories of data pursuant to Article 9 or personal data 
relating to criminal convictions and offences referred to in Article 10. Apart from (a), which is 
relatively easy to determine, to verify whether appointing a DPO is mandatory it is crucial to 
understand what “core activities,” ‘large scale” and “regular and systematic monitoring” mean 
under the Regulation. Recital 97 explains that the core activities of a controller relate to “the 
primary activities” and not to “the processing of personal data as ancillary activities” as such, 
they are to be understood as key operations, decisive for the controllers/processors to achieve 
their goals. However, as WP 29 further clarifies “‘core activities’ should not be interpreted as 
excluding activities where the processing of data forms an inextricable part of the controller’s 
or processor’s activity. For example, the core activity of a hospital is to provide health care. 
However, a hospital could not provide healthcare safely and effectively without processing 
health data, such as patients’ health records. Therefore, processing these data should be 
considered to be one of any hospital’s core activities and hospitals must therefore designate 
DPOs.”(WP29, 2016) 
“Large scale” as well as “regular and systematic monitoring” are not defined under the GDPR. 
Recital 91 sheds some light, stating that large scale processing entails “processing operations 
which aim to process a considerable amount of personal data at regional, national or 
supranational level and which could affect a large number of data subjects and which are likely 
to result in a high risk.” From that angle, one needs to consider the amount of data subjects; 
the size of personal data being processed; the variety of different data items being processed; 
the geographical extent of the activity; and the overall duration of the activity. (WP29, 2016) 
On the other hand, to define “regular and systematic monitoring” requires referring to Recital 
24, and perceive it as including all forms of tracking and profiling, both online and offline. From 
that aspect, WP 29 suggests that “regular” should be interpreted as “ongoing or occurring at 
particular intervals for a particular period; recurring or repeated at fixed times; constantly or 
periodically taking place” while “occurring according to a system; pre-arranged, organised or 
methodical; taking place as part of a general plan for data collection’ and carried out as part 
of a strategy.” ”(WP29, 2016) Nevertheless, even if the appointment of a DPO is not required, 
WP 29 stresses that “organisations may sometimes find it useful to designate a DPO on a 
voluntary basis” ”(WP29, 2016) as it has multiply underlined that a DPO apart from a 
cornerstone of accountability, and effective way to facilitate and demonstrate compliance, may 
also be a competitive advantage for business, offering valuable guidance while having a 
mediating role between different stakeholders. Hence, it is highly recommended to appoint a 
DPO even when it is not mandatory. Yet, if an organisation designates a DPO on a voluntary 
basis, the requirements under Articles 37 to 39 still apply as if the designation was mandatory. 
The Regulation is largely silent regarding the precise credentials they are expected to have. 
In all simplicity, Article 37.5 provides that “the data protection officer shall be designated on 
the basis of professional qualities and, in particular, expert knowledge of data protection law 
and practices and the ability to fulfil the tasks referred to in Article 39,” s/he may be a staff 
member or offer her/his tasks on the basis of a service contract (Art.35.6), while her/his contact 
details must be published and communicated to the supervisory authority. Offering its opinion 
on DPOs, the WP 29 suggests that relevant skills and expertise should include expertise in 
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national and European data protection laws and practices including an in-depth understanding 
of the GDPR; understanding of the processing operations carried out; understanding of 
information technologies and data security; knowledge of the business sector and the 
organisation; ability to promote a data protection culture within the organisation. (WP29, 2016) 
Moreover, according to Article 38 DPOs should be involved “properly and in a timely manner” 
(Art.38.1) and offered the necessary resources (Art.38.2) to assist in monitoring internal 
compliance, provide advice and guidance regarding data protection, assist in carrying out 
DPIAs and serve as a contact point for data subjects and the DPAs (Art.38.4). The DPO must 
be independent, adequately resourced, offered the opportunity to continuously train, receiving 
all the necessary and required support and access to other services within the organisation to 
be able to gather all the necessary information and evaluate all the crucial procedures, and 
should report to the highest management level.  
The key tasks of a DPO are defined in Article 39 and should be executed enjoying all the 
safeguards provided by the previous article. Nonetheless, the DPO is not personally 
responsible in case of non-compliance. Based on the Regulation, it is clear that it is the 
controller or the processor who is required to ensure and to be able to demonstrate that the 
processing is performed in accordance with its provisions. The role of the DPO is vital, and 
may be beneficial to ensure and demonstrate compliance, but whether mandatory or 
voluntarily appointed, the DPO offers mere counselling.  
 

2.4 Who is a processor? 
Understanding one’s role in relation to the processing of personal data is crucial for ensuring 
compliance with the Regulation. As previously noted, whenever an organisation processes 
personal data, it will do so as either a controller or a processor. Whereas the controller is the 
key decision-maker, determining the purpose and means of processing personal data, and 
the actor that bears the primary responsibility under the GDPR, often the processing is 
outsourced to another entity, acting on behalf and on the instructions of the controller. Broadly 
speaking, a processor is an entity or individual (other than an employee of a controller) that 
processes personal data on the controller's behalf (Art4.8). Although in practice their role is 
central, and their procedures as well as their technical and organisational measures may be 
impactful for the protection of personal and the preservation of individual’s privacy, processors 
do not have the same obligations as controllers under the GDPR, as it is the controller that 
decides the why and the how of a processing activity, in other words the purposes and the 
reasons for which data is collected and processed. Moreover, they have less autonomy and 
independence regarding the data they process. Yet the provisions of the Regulation fully apply 
to processing of personal data by a processor (Art.3.1 & Recital 22), while there are several 
controllers’ obligations that may extent to processors, and a number of duties precisely for the 
processors, that we will review in this Section. Finally, whereas a controller may be also a 
processor at the same time, a processor cannot be a controller without breaching the 
processing agreement with the controller, in which case the processor is considered also as 
a controller, facing the obligations associated with this position. As in the previous Section, 
our analysis will not seek to review each and every processor obligation, but only those that 
are deemed relevant in the context of i3-MARKET and will be discussed in Section 5. 
Moreover, to avoid repetition, we may refer to the previous Section in case the obligations 
overlap. 
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2.5 What is expected from processors? 
2.5.1 Articles 28 & 29  
Articles 28 and 29 directly address the role of the processor and the relationship between 
controllers and processors. Article 28 paragraphs 1 to 3 focus on the relationship between the 
controller and the processor and the criteria for appointing a processor. More specifically, 28.1 
requires that controllers must choose only those processors that provide “sufficient guarantees 
to implement appropriate technical and organisational measures in such a manner that 
processing will meet the requirements of this Regulation and ensure the protection of the rights 
of the data subject.” From that angle, even somehow indirectly, the Regulation implies that the 
data processors should actively ensure the protection of the rights of the data subjects, 
implementing the appropriate technical and organisational measures. According to Art.28.2 
sub-processors cannot be engaged without the prior authorisation of the controller, and any 
changes regarding the sub-processors cannot occur without informing the controller. 
Additionally, Art.28.3 provides that “processing by a processor shall be governed by a contract 
or other legal act under Union or Member State law that is binding on the processor” 
introducing significant new requirements that must be included in all data processing 
agreements. The requirements listed largely summarise the key obligations of a processor, 
namely:  

§ only act on the controller's documented instructions;  
§ impose confidentiality obligations on all personnel who process the relevant data;  
§ ensure the security of personal data; 
§ abide by the rules regarding appointment of sub-processors;  
§ implement measures to assist the controller in complying with the rights of data 

subjects.  
§ assist the controller in obtaining approval from DPAs where required.  
§ assist the controller in conducting a DPIA. 
§ at the controller's election, either return or destroy the personal data at the end of the 

relationship (except as required by EU or Member State law); and  
§ provide the controller with all information necessary to demonstrate compliance with 

the GDPR. 
 
Whilst obviously the processor is bound to follow the controller’s instructions, Article 28.3.h 
addresses case of controller’s instructions that conflict with the applicable law, which may 
place the processors in a difficult position. The Article provides that when a processor believes 
that the controller's instructions conflict with the requirements of the GDPR or other EU or 
Member State laws, the processor must immediately inform the controller. This way the 
Regulation offers a reasonable and workable solution, requiring the processor to inform the 
controller that it cannot comply with the instructions given if and to the extent that those 
instructions conflict with applicable law. It is then for the controller to revisit the instructions 
and issue new ones that are consistent with applicable law. Nevertheless, it offers no guidance 
on what should happen if the controller's instructions challenge or even place the processor 
in breach of the national laws of a jurisdiction outside the EU, while it also takes for granted 
that the controller will accept the processor’s input and act accordingly, offering no further 
guidance in case the controller insist on the initial instructions. Arguably this stresses further 
the significance of well-drafted processing agreements between the parties.  
 
Finally, Article 29 states the obvious, emphasising that the relationship between the controller 
and the processor regarding the personal data under processing is based on the principle that 
the processor processes the data in question only for the purposes and in the ways defined 
by the controller and in accordance with the controller’s instructions. In case a processor 
departs from the controller's instructions, and make choices regarding the purposes or the 
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means by which personal data is processed, in breach of the Regulation and the processing 
agreement between the parties, then the processor will be treated as a controller in respect of 
that processing activity, and will be subject to the entire list of obligations applicable for 
controller compliance under the GDPR, according to Art.28.10. 

2.5.2 Article 30  
The obligation to maintain a record of all categories of processing activities, introduced by 
Article 30 extends also to the processors, since according to Article 30.2 and Recital 82 “each 
processor (and its representative, if any) must keep records of its processing 
activities performed on behalf of the controller” including the name and contact details of the 
processor or processors and of each controller on behalf of which the processor is acting, and 
where applicable the data protection officer; the categories of processing activities performed; 
information regarding cross-border data transfers; and a general description of the security 
measures implemented in respect of the processed data. The exception provided by Art.30.5 
also applies to processors, allowing small organisations that employ fewer than 250 persons 
to derogate from the obligation, provided that the processing is not likely to result in a risk to 
the rights and freedoms of the data subjects, the processing is occasional, and does not 
include special categories of data nor data relating to criminal convictions and offences. 
Nevertheless, as with controllers, WP 29 strongly encourages record keeping, even on a 
voluntary basis, as it allows “the factual assessment of the risk of the processing activities” 
and “the identification and implementation of appropriate security measures to safeguard 
personal data – both key components of the principle of accountability contained in the 
GDPR.”(Article 29 Data Protection Working Party, 2018c) Additionally, it maintains that “for 
many micro, small and medium-sized organisations, maintaining a record of processing 
activities is unlikely to constitute a particularly heavy burden” yet, it encourages the DPAs to 
assist controllers and processor in complying with their record keeping obligations, mandatory 
or voluntary, “by providing tools to facilitate the set up and management of records of 
processing activities.” (Article 29 Data Protection Working Party, 2018c) 

2.5.3 Articles 31 & 33  
The obligation to cooperate with the DPAs, introduced under Article 31, includes both 
controller and processors, while based on the processing agreement with the controller the 
processor may be also contractually obliged to assist the controller in responding to requests 
or auditing by the DPAs (See also Art. 28.3.h). This marks a significant differentiation between 
the previous status quo, fundamentally changing the obligations of processors regarding the 
DPAs. Under the Data Protection Directive5 the processors were not required to cooperate 
with the DPAs, and in general typically they had no direct interaction with DPAs. On the 
contrary, the Regulation obliges them to interact with and assist the DPAs. Additionally, Article 
33.2 introduces the obligation to notify the controller without undue delay upon becoming 
aware of a data breach. Whereas the obligation creates an additional burden for the 
processors it seems more than reasonable, given that processing usually takes place within 
the facilities and with the assets of the processor, which makes it more likely for the processor 
to become aware of a data breach. Moreover, it provides an extra layer of assurance that data 
breaches will be properly reported. The Regulation also requires that all necessary and 
appropriate technological and organisational measures are already in place to establish 
immediately whether a breach has occurred and determine whether the notification obligation 
is engaged (See Art.32 & Recital 83). Finally, even though not directly provided under the 

 
 
5 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with 
regard to the processing of personal data and on the free movement of such data 
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Regulation, the processor may be requested by the controller based on their processing 
agreement, to assist in containing the breach and mitigate its negative effects, as well as to 
contact the affected individuals, as required in Article 34.  
 
As the role of processors related to personal data breach reporting is vital, WP 29 encourages 
them “to plan in advance and put in place processes to be able to detect and promptly contain 
a breach, to assess the risk to individuals, and then to determine whether it is necessary to 
notify the competent supervisory authority, and to communicate the breach to the individuals 
concerned when necessary” (Article 29 Data Protection Working Party, 2018a) The WP also 
highlights that it is not the role nor the obligation of the processor to assess the likelihood of 
risk arising from a breach, it is the controller that must make this assessment once becoming 
aware of the breach. The processor just needs to establish whether a breach has occurred 
and then notify the controller, regardless of the severity or the likelihood of risk. [10] As the 
Regulation does not specify the timeframe in which the processor must inform the controller, 
the WP 29 suggests that it should be promptly as it is crucial to help the controller meet the 
requirement of notifying the DPAs within 72 hours. The contract between them should specify 
how the requirements of the Article 33.2 should be met. The WP also notes that it would be 
advisable for the processors “to have a documented notification procedure in place, setting 
out the process to follow once a breach has been detected, including how to contain, manage 
and recover the incident, as well as assessing risk, and notifying the breach.” [10] 
 

2.5.4 Article 32  
Although the controllers are primarily responsible and accountable for the security of personal 
data processed on their behalf, Article 32 obliges the processors as well to ensure the security 
of the personal data they process, implementing appropriate technical and organisational 
security measures to protect personal data against accidental or unlawful destruction or loss, 
alteration, unauthorised disclosure or access. Depending on the nature of the processing, 
these may include the encryption of the personal data; on-going reviews of security measures; 
redundancy and back-up facilities; and regular security testing. Regarding the further analysis 
of the Article, what was discussed in the previous Section equally applies here.  

2.5.5 Articles 37 to 39 
As noted in the former Section, in case of specific processing activities, the Regulation 
requires a person to be appointed the role of a DPO, serving as a source of guidance for 
compliance with the requirements of the GDPR and counselling regarding privacy and data 
protection measures. The requirement for the appointment of a DPO under Article 37 is also 
extended to processors, under the same conditions that apply to controllers. Hence, the 
remarks made on the role and the qualifications of a DPO in terms of controllers’ obligations 
apply also here.  
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3 The different roles of i3-MARKET  
i3-MARKET addresses the growing demand for a single European Data Market Economy by 
innovating marketplace platforms. More specifically, our work focuses on providing 
technologies for trusted (secure, self-governing, consensus-based and auditable), 
interoperable (semantic-driven) and decentralised (scalability) infrastructure, that will allow the 
federation of existing and future emerging data spaces and marketplaces. Our endeavours 
are premised on a vision that embraces the ethical and legally important aspects of data trade, 
primarily privacy and data protection. We work based on a proactive approach, towards the 
privacy and data protection related requirements relevant to data trading and data 
marketplaces. Following a mixture of Value Sensitive Design (VSD) and Legal Protection by 
Design (LPbD) methodologies, we aim at securing that the organisational and technical 
choices will be legally-informed, and the design characteristics of the i3-MARKET software 
will be in line with the EU privacy and data protection provisions. Our ultimate goal is the 
development of technologies that reflect and embody legal requirements, to ensure 
compliance with the key EU legal requirements related to data exchange ex ante.  
To that end, based on the identified relevant for the i3-MARKET EU legal framework 
addressed in Deliverable 6.2, we have determined a set of legal requirements that are a-priory 
considered, designing the i3-MARKET software, informing the engineering and technical 
decisions. We have also taken all the necessary and appropriate organisational measures to 
ensure that they are duly considered throughout all the process and procedures of the i3-
MARKET Project. From the various relevant EU provisions identified in Deliverable 6.2, here 
we focus on privacy and data protection, exploring the placement of i3-MARKET in all the 
foreseeable alternative scenarios, discussing the cases in which i3-MARKET falls within the 
scope of the EU privacy and data protection law.  
 

3.1 Key scenarios and the identified roles of i3-MARKET 
In i3-MARKET project it has been taken a broad approach towards providing with an overview 
and basic considerations related to the core applicable E.U. law in data marketplaces (details 
re provided in Deliverable 6.2 – Report on Current Practices and Policies). Particularly 
focusing on data ownership, related to personal and non-personal data reviewing the existing 
framework(s) and the upcoming legislation in terms of the broader E.U. reforms. 
Based on the progress of the i3-MARKET project so far, we have identified two distinct 
scenarios in which i3-MARKET may be perceived as a data controller, and one in which i3-
MARKET serves as a data processor. Namely: 
§ i3-MARKET as a research Project in terms of the three Pilots  
                                                                                                                 Controller 
§ i3-MARKET as a data marketplace backplane collecting and            

processing personal data of its subscribers 

§ i3-MARKET data marketplace backplane offering intermediary service    →   Processor 

 
Each of these scenarios and roles will be discussed in the following sections of this deliverable.  
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4  i3-MARKET as a Project and as a 
Backplane 

 
Given the nature that in the i3-MARKET project processing of data, industrial and eventually 
including personal data, is a central element the broader EU privacy and data protection 
framework, and more specifically the directive on General Data protection and regulation 
(GDPR), is highly relevant for the i3-MARKET, this was reaffirmed in the Deliverable 6.2 and 
all the details provided.  
 
Examining the application of EU data protection directives on i3-MARKET we identify that it is 
necessary to differentiate between i3-MARKET as a research project (hereafter “the i3-
MARKET Project”) and i3-MARKET as a potential, future Data Marketplaces intermediary, 
offering software and mediating services for data marketplaces, data spaces, data providers 
and data consumers (hereafter “the i3-MARKET backplane”). This is mainly because even 
though the means of processing may be similar, the purposes for which data is collected and 
processed are distinct in each case, and the decision-making authority lies in different hands.  
 
In consideration “the i3-MARKET Project”) and “the i3-MARKET backplane” are different roles, 
to this point is only necessary to explain that the purposes are not identical making that the 
decision-maker is not always the same, thus the collection and processing of personal data 
should be examined from a different perspective. In other words, i3-MARKET as a research 
project collects and processes personal data for different ends, compared to i3-MARKET as 
a backplane, offering data trading-related intermediary service. This is useful not only in order 
to clearly identify the cases in which i3-MARKET serves as a controller and those in which it 
serves as a processor, so as to determine with fair certainty its obligations, but also in order 
understand the placement on i3-MARKET in each case to plan the necessary technical and 
organisational measures to be adopted and implemented and the steps to be taken to ensure 
compliance. Thus, it constitutes a necessary first step before exploring its role and obligations 
as a controller and/or as a processor under the GDPR. 
 
 

4.1  i3-MARKET as a Project 
The i3-MARKET Project stems from the observation that for the growth and innovation 
promise of Data Marketplaces to be fulfilled, as well as for the single European Data Market 
Economy to flourish there is a profound need for a broadly accepted, trusted and secure 
backplane, premised on the principles of interoperability and decentralisation. Such a 
backplane would enable the federation of the existing and future emerging data spaces and 
marketplaces through a system that is secure, interoperable, and reliable, with privacy and 
data protection embedded in its protocols and design principles. This is the practically the void 
that the i3-MARKET proposal comes to fill, the missing element that it hopes to contribute by 
developing the missing technologies. More specifically, it addresses the interoperability and 
integration challenge for trading data assets across independent stakeholders by means of 
secured transactions based on data annotation (semantics), having privacy and data 
protection, as well as compliance with the EU data protection law at large, as key priorities.  
 
 
 



Deliverable 6.5 – Legal Compliance by design and by default   

 

Version 1.1   I   2021-09-30   I   I3-MARKET © 31 

 

To validate the proposed solution, i3-MARKET as a Project will deploy the i3-MARKET 
backplane across already operational data marketplaces, through three industrial pilots, 
namely: 
 

§ industrial Pilot no.1 within the Automotive Sector, led by Atos; 
§ industrial Pilot no.2 within the intelligent manufacturing sector, led by Siemens; and  
§ industrial Pilot no.3 within the healthcare and wellbeing sector, led by IBM.  

 
These three pilots are the key instances in which i3-MARKET as Project will engage with 
processing of data, which may also include personal data.6 
 

4.2  i3-MARKET as a Backplane 
As already mentioned, the ultimate goal of our Consortium and the end to which the efforts of 
the i3-MARKET Project are focused is the creation of a widely accepted, trusted and secure 
backplane, premised on the principles of interoperability and decentralisation, which will allow 
the safe and robust trading of data between all interested parties. Envisioning this future and 
preparing for it, to ensure privacy and data protection by design and by default it is imperative 
to consider the circumstances in which personal data will be collected and/or processed in 
terms of the i3-MARKET operations as a data marketplace backplane, an intermediary offering 
data trading related services. It is necessary identify these cases, apart from thinking into the 
future, taking into account the exploitation as well as the different business models and the 
precise kind of service the i3-MARKET as a backplane would offer is necessary. Apparently, 
i3-MARKET as an intermediary, here referred to as backplane, it would need to collect and 
process data, including private data, from its subscribers for contracting and billing purposed, 
and reasons related to the service provided. Moreover, offering facilitating, transferring and/or 
storing services it may also process datasets that include personal data or metadata that 
maybe under certain conditions be considered personal,7 depending on underlying agreement 
in place with each data provider. Consequently, the two key instances in which i3-MARKET 
as a backplane will engage with collecting and/or processing data that may also include 
personal data are: 
 

1. Personal data of subscribers to the i3-MARKET backplane for contracting/billing 
purposes; and 

2. Personal data that may be contained in the datasets hosted in or transferred through 
the i3-MARKET backplane in the process of offering intermediary data trading 
services.8 
 

 

 
6 The collection and processing of personal data within the i3-MARKET Consortium for purposes related to the i3-MARKET 
Project was not addressed here, as it was considered falling outside the scope of this Deliverable. 
7 Please note that censor/machine generated data may be still personal if it contains data that relates to an identified or identifiable 
individual. 
8 The collection and processing of personal data of employees and people working on the i3-MARKET as a backplane was not 
addressed here, as it was not considered a case falling within the scope of this Deliverable  



Deliverable 6.5 – Legal Compliance by design and by default   

 

Version 1.1   I   2021-09-30   I   I3-MARKET © 32 

 

5  i3-MARKET as a Controller and as a 
Processor 

Building upon the previous discussion and the differences between controllers and processors 
as analysed in the former two sections, considering primarily who defines the purposes and 
the means of processing as a key differentiating point between the role of a data controller 
and a data processor, based on the planned activities of the i3-MARKET and the foreseeable 
scenarios at this stage, i3-MARKET will be a controller 

1. …in the context of the 3 industrial pilots (i3-MARKET as a Project)  
2. …with regard to its subscribers’ personal data (i3-MARKET as a backplane) 

In both cases i3-MARKET has the role of the controller as it is the entity the sets the means 
and purposes of collection and processing of personal data. On the other hand, i3-MARKET, 
as a backplane, will be a processor to the extent that datasets/data packages including 
personal data will be stored and/or transferred using the infrastructure of the i3-MARKET 
backplane. Ensuring legal compliance by design and by default it would be worthwhile to 
consider the obligations of i3-MARKET under its different roles, taking also into account the 
different purposes for processing. To that end, based on the analysis in Sections 3 and 4, here 
we shall attempt identify not only the specific instances in which i3-MARKET falls within the 
scope of the GDPR, but also the particular articles that are relevant. 
 

5.1 i3-MARKET as a Controller  
Both in terms of the three industrial pilots and viewing i3-MARKET as an intermediary, offering 
backplane services for the exchange/trading of data, i3-MARKET acts as a controller, as it 
essentially decides both the reasons and the means of processing. Hence, as a controller, i3-
MARKET, pursuant to the accountability principles (Art.5.2), will bear the main responsibility 
for ensuring that processing activities are compliant with EU data protection law and the Data 
Protection Principles. A such, i3-MARKET will have to safeguard lawfulness, fairness and 
transparency, abide to purpose limitation, data minimisation, storage limitation and seek to 
ensure the integrity, availability and confidentiality of data and take all the necessary measures 
to secure accuracy when necessary, both in the case of the three pilots and as an 
intermediary. Before briefly reviewing the necessary steps to be taken we should note that 
considering the requirement for demonstrated compliance it is important for i3-MARKET to 
have all the appropriate and suitable measures in place and keep records of the processing 
activities as well as having all the necessary documentation to be able to demonstrate but the 
processing is in line with the requirements of the GDPR.  
Additionally, in accordance with Article 12, acting as a controller, in both cases i3-MARKET 
should facilitate the exercise of the rights of data subjects introduced under the Regulation. 
More specifically, “[t]he controller should also provide means for requests to be made 
electronically, especially where personal data are processed by electronic means” (Recital 
59). The controller is also expected to respond to requests without undue delay, at the latest 
within thirty days, and offer adequate justification in case the controller does not intend to 
comply with the data subject’s request. Hence, it is essential for i3-MARKET both as a Project, 
in terms of the pilots, and as a backplane, to verify that it can respond to the data subjects’ 
requests to exercise their rights, and assess the grounds under which they may lawfully restrict 
the exercise of these rights, under Articles 23 and 89. To that end, it would be also advisable 
to clearly and in advance determine the communication channels for such requests, identify 
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those responsible for handling and responding to data subjects’ requests (see Art.37-39 and 
the role of DPO) and possibly creating the necessary templates. Moreover, testing the 
mechanisms would be also highly encouraged. 
 

5.1.1 The principle of accountability in i3-MARKET and Data Protection 
Principles 

5.1.1.1 Lawfulness  
To ensure lawfulness (Art.6) i3-MARKET needs to be able to demonstrate that there is a valid 
legal basis for the processing of personal data. In the case of the pilots, given that they will 
serve as a testing and validating procedure to demonstrate the practical applicability and the 
technological excellence of the system the i3-MARKET consortium develops, consent is 
identified as the most suitable lawful basis, as the data subjects will offer their data voluntarily 
for the purposes of the industrial pilots. In accordance to Article 7, that introduces specific 
conditions for consent, combined with Recitals 32 and 33, 42 and 43, i3-MARKET should be 
able to prove that the data subject’s consent was obtained prior to the collection of the personal 
data (Art.7.1), as the controller bears the burden of proof (Recital 42). More specifically, based 
also on Recital 42, i3-MARKET “should be able to demonstrate that the data subject has given 
consent to the processing operation […] in the context of a written declaration on another 
matter, safeguards should ensure that the data subject is aware of the fact that and the extent 
to which consent is given. In accordance with Council Directive 93/13/EEC a declaration of 
consent pre-formulated by the controller should be provided in an intelligible and easily 
accessible form, using clear and plain language and it should not contain unfair terms.” 
(Recital 42) It should be clear to the data subject that it consents to the processing of her/his 
personal data, especially if the request for consent is the context of a written declaration which 
also concerns other issues (Art.7.2), while for the consent to be valid it “should be given by a 
clear affirmative act establishing a freely given, specific, informed and unambiguous indication 
of the data subject’s agreement to the processing of personal data relating to him or her, such 
as by a written statement, including by electronic means, or an oral statement” (Recital 32) 
and should cover all the processing activities and purposes (Recital 32).  
Moreover, to be considered as freely given, the data subject should be able to deny and/or 
withdraw consent without adversary results (Art.7.3-Art.7.4, Recital 42), while “it is presumed 
not to be freely given if it does not allow separate consent to be given to different personal 
data processing operations despite it being appropriate in the individual case, or if the 
performance of a contract, including the provision of a service, is dependent on the consent 
despite such consent not being necessary for such performance.” (Recital 43) However, the 
requirement for informed consent is arguably the most challenging one, as it requires that “ the 
data subject should be aware at least of the identity of the controller and the purposes of the 
processing for which the personal data are intended” (Recital 42) In some cases explaining in 
detail the processing purposes and the processing activities to the data subject is a lengthy 
task, commonly incompatible with using plain language, as it may necessarily entail reference 
to complex technical or scientific terminology, or abstract concepts. Furthermore, what 
constitutes “plain language” may vary significantly between people. Article 8 is not foreseen 
as applicable, given that no personal data of underaged children will be collected and 
processed in terms of the pilots. Similarly, Article 10 is also non applicable, as no data relating 
to criminal convictions and offences will be in the scope of personal data to be collected and 
processed for the industrial pilots.  
Finally, given that industrial pilot no.3 within the healthcare and wellbeing sector, led by IBM, 
was initially planned to involve personal data, Article 9, on processing of special categories of 
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personal data, would be also applicable. As it was formerly discussed, Art. 9 introduces 
additional safeguards for the processing of sensitive data, namely data revealing racial or 
ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, 
genetic data, biometric data for the purpose of uniquely identifying a natural person, data 
concerning health or data concerning a natural person’s sex life or sexual orientation. In 
principle, the processing of such data is prohibited, unless one of the exemptions provided 
under Art.9.2. applies. In the context of the i3-MARKET pilots, explicit consent under Art.9.2 
would be required. Yet, the i3-MARKET Consortium, assessing the requirements and the 
purposes of the three pilots, and more specifically pilot no.3, having privacy and data 
protection as a top priority and a guiding principle in all processes and procedures of the i3-
MARKET Project, concluded that the identified ends could be met with less privacy intruding 
means, through the usage of synthetic or simulated data, instead of sensitive personal data. 
As such, following the rationale of the data minimisation and purpose limitation principles, we 
subsided health related data with synthetic or simulated, which in practice means that Art.9, 
applies in theory to pilot no.3, whereas in practice the data that will be used will not fall in the 
scope of Art.9. in terms of the i3-MARKET as a Project phase. 
On the other hand, considering personal data that will be collected and processed in terms of 
i3-MARKET as a backplane, performance of a contract to which the data subject is party 
(Art.6.b) is identified as the most appropriate lawful basis, as the data subjects will disclose 
their data to subscribe to i3-MARKET backplane, to receive services related to data 
exchange/trading, and be billed for them. To allow i3-MARKET as a backplane to process 
privacy constrained data, limited data lifetime and explicit informed consent processes will be 
implemented.    

5.1.1.2 Fairness and Transparency 
As mentioned in Section 3, the principle of Fairness, introduced in Art.5.1 entails that personal 
data shall not be processed in a way that is unjustifiably detrimental, unlawfully discriminatory, 
unexpected or misleading for the data subjects concerned. On the contrary, it should be 
processed in ways that the data subjects’ would reasonably expect, in line with the identified 
purposes and the information on the processing activities that have been disclosed to the data 
subjects. The principle relates also with safeguarding the non-arbitrarily hindered exercise of 
data subjects’ rights and freedoms. On the other hand, Transparency, closely connected with 
trust, the empowerment of data subjects and the right to be informed, requires offering the 
data subjects all the necessary information to allow them to make informed decisions about 
their data, providing them with ““any information and communication relating to the processing 
of those personal data be easily accessible and easy to understand, and that clear and plain 
language be used.”(Recital 39) Hence, it requires as a minimum to adequately inform the data 
subjects on the identity of the controller and the purposes of the processing as well as offering 
any further information to ensure fair and transparent processing. It also requires that data 
subjects are thoroughly informed about the risks, rules, safeguards and rights in relation to the 
processing of personal data and how to exercise their rights in relation to such processing. It 
is further supported and expanded upon through Articles 12,13,14 and 34. 
Thus, both in the case of the three industrial pilots and in terms of i3-MARKET as a data 
trading intermediary it is significant to ensure but the principles of fairness and transparency 
will be applied and safeguarded. To ensure Fairness and Transparency in the context of the 
industrial pilots’ personal data will be processed fairly, in accordance with the ways thoroughly 
explained to the data subjects through the information sheets and consent forms, in line with 
their reasonable expectations, while they will be supported in exercising their rights and 
freedoms. Additionally, to particularly ensure Transparency we have paid significant attention 
in describing the purpose is in processing activities in plain and easily comprehensible way, 
allowing data subjects to request additional information, while we offer them detailed 
information about the i3-MARKET Project and Consortium. For the same reason in the context 
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of i3-MARKET as a backplane, we shall process the personal data of our subscribers fairly in 
ways that they can reasonably expect given our underlying contractual relationship. To ensure 
both Transparency and Fairness we shall provide our subscribers with adequate information 
both on how their data will be used and the purposes of processing, and all the necessary 
details regarding i3-MARKET as a controller, including but not limited two easy and effective 
ways to contact us and exercise each and every of their rights as data subjects in accordance 
to law.  

5.1.1.3 Purpose Limitation 
The principle of Purpose Limitation, introduced in Art.5.1.b provides that the controller must 
collect data for specified, explicit, and legitimate purposes, and not further process the data in 
a manner that is incompatible with the purposes for which it was collected. Both in terms of 
the pilots and in the context of i3-MARKET as a backplane, personal data will be only 
processed in accordance with the identified purpose in each case, and in line with the 
applicable lawful basis. 

5.1.1.4 Data Minimization, Accuracy & Storage Limitation 
Data Minimization, that lies in the core of Data Privacy by Design and is also a key requirement 
of the GDPR, requires that personal data collected and processed should be adequate, 
relevant, and limited to what is necessary for the purposes for which they are processed. In 
terms of the industrial pilots, to comply with data minimization principle it ought to be verified 
that only the data strictly necessary to meet the identified purpose for the pilots will be 
processed, and that this data will be appropriate and relevant. No excessive, unnecessary or 
inadequate data should be processed. Similarly, in terms of the i3-MARKET backplane, to 
ensure compliance with the data minimization principle we should critically examine the type 
and amount of subscribers’ personal data collected and processed, to be able to demonstrate 
that there is no excessive, irrelevant, inappropriate data. To the extent that Accuracy of the 
data is important for the success of pilots, technical and organisational measures to ensure it 
ought to be taken. Similarly, presuming that accuracy is indeed required to successfully pursue 
the purposes of processing data in terms of the i3-MARKET backplane, technical and 
organisational measures ought to be applied as well, possibly combined with nudging 
techniques to motive data subjects to keep their data updated. Finally, Storage Limitation, 
building upon the idea that personal data should be retained only for the period of time 
necessary for the purposes for which it was collected, requires us to ensure that the data will 
only be processed for the period of time necessary both in terms of the three pilots, and in 
terms of the i3-MARKET backplane. Particularly in the last case, technical and organisational 
means should be in place, to ensure that no outdated data or data that is no longer required 
is still stored and/or processed. Records could be also valuable in both safeguarding and 
demonstrating compliance with these three principles. The main method to demonstrate this 
compliance is the introduction of a compulsory expiration date flag in the metadata. Data 
lifetime may vary from zero (no storage allowed) to 72 hours and to maximally 30 days for 
processing of personal data that requires updated explicit informed consent. 

5.1.1.5 Integrity and Confidentiality  
The dual principle of Integrity and Confidentiality denotes that the controller is required and 
expected to have appropriate security to prevent the accidental or deliberate compromise of 
personal data, including both technical and organisational security measures, extending 
beyond mere cyber-security. Consequently, given the role of i3-MARKET as a controller in 
both cases, it is an imperative to plan and employ all the necessary and propriate technical 
and organisational measures to safeguard the integrity and confidentiality of personal data. 
Internal policies aiming at enhancing integrity and confidentiality, data minimisation, 
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anonymisation and pseudonymisation may be also crucial to comply with the principle. As the 
principle is closely connected with Article 32 we shall revisit it again. 
 

5.1.2 The responsibilities of i3-MARKET as Data Controller 
5.1.2.1 Article 24 
Article 24 of the GDPR obliges the controllers “taking into account the nature, scope, context 
and purposes of processing as well as the risks of varying likelihood and severity for the rights 
and freedoms of natural persons” to “implement appropriate technical and organisational 
measures to ensure and to be able to demonstrate that processing is performed in 
accordance.” Such measures ought to be regularly revisited and updated. Furthermore, 
Recital 74 explains that the controller “should be obliged to implement appropriate and 
effective measures and be able to demonstrate the compliance of processing activities with 
this Regulation, including the effectiveness of the measures” considering also the nature, 
scope, context and purposes of the processing, as well as the risk to the rights and freedoms 
of natural persons. The Article applies to both cases. As such, we ought to consider the nature, 
scope, context, and purposes of processing as well as the risks involved in both cases, plan 
and implement the appropriate technical and organisational measures to ensure and be able 
to demonstrate compliance with the GDPR. Especially in the context of i3-MARKET as a 
backplane, we will need to plan long-term and schedule regular re-assessments to safeguard 
compliance. In particular when it comes to organisational measures, contractual terms and 
internal policies would also be valuable.  

5.1.2.2 Article 25 
Article 25, on Data Protection by design and by default lies in the core of the i3-MARKET as 
a Project as well as of the i3-MARKET as a backplane. As it has been multiply highlighted in 
this Deliverable, we aim at creating a backplane with privacy and data protection embedded 
in its technologies and procedures, and this vision has been a priority since the beginning of 
this endeavour. Privacy and data protection are key features of the technologies we develop 
and in the heart of the processes and procedures we follow. As such, i3-MARKET has 
prioritised privacy and data protection, as well as information security. Through the three 
industrial Pilots we will be able to assess our applied measures and the employed 
technologies and use these remarks as insights to allow us further to improve the technical 
and organisation measures in place for i3-MARKET as a backplane. without the risks when 
processes have not been finally tested and certified. The main method to demonstrate this 
compliance is the introduction of a compulsory expiration date flag in the metadata. Data 
lifetime may vary from zero (no storage allowed) to 72 hours and to maximally 30 days for 
processing of personal data that requires updated explicit informed consent. 

5.1.2.3 Article 30 
Article 30 relates to the requirement that controllers should be able to demonstrate 
compliance, having the necessary documentation, also in the form of records of processing 
activities. Following the relevant opinion of WP 29, record keeping is highly encouraged. In 
terms of the three pilots, given that the processing by definition occasional, it seems unlikely 
to result in a risk to the rights and freedoms of data subjects, and, as mentioned earlier, it will 
not actually involve processing of special categories of data, record keeping may be indeed 
considered optional. Nevertheless, it is recommended. On the other hand, in case of i3-
MARKET as a backplane, record keeping is mandatory and will be valuable to ensure 
compliance with the GDPR. 
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5.1.2.4 Articles 31, 33 & 34   
Article 31 concerns the obligation of controllers to cooperate, on request, with the data 
protection supervisory authorities, while Articles 33 and 34 relate to the duties of the controller 
in case of a personal data breach. All the three provisions are applicable in both cases. 
Developing the necessary templates, having the required documentation and records, as well 
as the processes and procedures needed to ensure that data breaches are timely detected 
and notification procedures can be followed in line with the requirements of the GDPR is 
advisable. Moreover, a DPIA may offer valuable insights and tools to handle the situation and 
mitigate the risks. 

5.1.2.5 Article 32   
As previously noted, the security principle introduced by Article 5 is complemented by Article 
32, which introduces the obligation of the controller to ensure the security of the processing. 
It requires that technical and organisational measures should be implemented considering 
“the state of the art, the costs of implementation and the nature, scope, context and purposes 
of processing as well as the risk of varying likelihood and severity for the rights and freedoms 
of natural persons.” The Article applies in both cases in which i3-MARKET acts as a controller, 
which in turn entails that in both cases the risks, likelihood and severity for the rights and 
freedoms of natural persons should be assessed, and jointly considered along with the state 
of the art, the costs of implementation and the nature, scope, context and purposes of 
processing and the level of security, and the adequate technical and organisational measures 
should be implemented.  

5.1.2.6 Article 35 
Article 35 introduces the obligation for a DPIA. The DPIA is a valuable tool to ensure and 
demonstrate compliance with the GDPR, but it is not obligatory for all processing activities. As 
discussed in Section 3, a DPIA is required “where a type of processing in particular using new 
technologies, and taking into account the nature, scope, context and purposes of the 
processing, is likely to result in a high risk to the rights and freedoms of natural persons, the 
controller shall, prior to the processing, carry out an assessment of the impact of the envisaged 
processing operations on the protection of personal data” and more specifically in case of “(a) 
a systematic and extensive evaluation of personal aspects relating to natural persons which 
is based on automated processing, including profiling, and on which decisions are based that 
produce legal effects concerning the natural person or similarly significantly affect the natural 
person; (b) processing on a large scale of special categories of data referred to in Article 9(1), 
or of personal data relating to criminal convictions and offences referred to in Article 10; or (c) 
a systematic monitoring of a publicly accessible area on a large scale.”  Simultaneously, WP 
29 has underlined that the DPIA is a valuable process, which can help controllers not only to 
comply with the GDPR, but also to demonstrate compliance. Thus, even if it may be laborious 
in some cases, it is insightful and significant to achieve and demonstrate compliance.  
As mentioned also in Section 3, exploring the obligation for a DPIA is challenging. In principle, 
conducting a DPIA is not mandatory unless the processing is “likely to result in a high risk to 
the rights and freedoms of natural persons.” (Art.35.1) yet, safely assessing the risk for 
individuals’ rights and freedoms is a tricky task. In the context of i3-MARKET, in terms of the 
three industrial pilots, particularly given that i3-MARKET uses new technologies, while pilot 
no.3 is supposed to involve health-related data, collectively considering Art.35.1 and Art.35.3 
a DPIA is considered necessary, provided that processing of sensitive data (in this case, 
synthetic data that has the role of sensitive data) is considered large scale. On the other hand, 
in case of the i3-MARKET backplane, albeit advisable, given the employment of new 
technologies, is not necessarily required, both given that it does not entail of the activities 



Deliverable 6.5 – Legal Compliance by design and by default   

 

Version 1.1   I   2021-09-30   I   I3-MARKET © 38 

 

described on Art.35.3. Nevertheless, considering the significance of privacy and data 
protection for i3-MARKET, and the valuable insights and means of demonstrating compliance 
a DPIA may offer, the prospect of a DPIA should be revisited.  

5.1.2.7 Article 37  
Article 37 concerns the designation of a DPO, which is obligatory in case of (a) processing 
carried out by a public authority or body, (b) their core activities involve processing operations 
which, by virtue of their nature, their scope and/or their purposes, require regular and 
systematic monitoring of data subjects on a large scale; or (c) their core activities include 
processing on a large scale of special categories of data pursuant to Article 9 or personal data 
relating to criminal convictions and offences referred to in Article 10. To verify the necessity to 
enrol a DPO requires reference to “core activities,” “large scale” as well as “regular and 
systematic monitoring.” In the case of i3-MARKET, in terms of the three pilots, to the extent 
that the processing of sensitive health-related data (actually synthetic data) in terms of pilot 
no.3 is considered core activity of a large scale, having a DPO may be considered mandatory. 
On the other hand, i3-MARKET as a backplane may not be required to have a DPO, as based 
on the foreseeable scenarios, none of the three conditions that would make the appointment 
of a DPO does not seems probable for the data of i3-MARKET subscribers. Nevertheless, it 
would be highly advisable. 

A summary of the foreseeable applicable articles is displayed on the Table below.  

Table 1: i3-MARKET as a controller  

Issue GDPR 
Article 

i3-MARKET as a 
Project 

i3-MARKET as a 
Backplane 

Accountability Art.5.2. Applicable  Applicable 

Data Protection Principles Art.5-11 5,6,7,9,11 5,6 

Data subjects’ rights Art.12-23 Applicable Applicable 

Responsibility Art.24 Applicable Applicable 

Data protection by design 
and by default Art.25 Applicable Applicable 

Joint controllers Art.26 Non-applicable Not foreseeable  

Appointment of processors Art.28.1 Non-applicable Non-applicable 

Record of Processing 
Activities Art.30 Applicable (optional) Applicable 

Cooperation with DPAs Art.31 Applicable  Applicable 

Data Security Art.32 Applicable Applicable 

Reporting data breaches to 
DPAs Art. 33 Applicable Applicable 

Notifying affected individuals 
about data breaches Art.34 Applicable Applicable 
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Conducting DPIA Art.35 Applicable Applicable (optional) 

Appointment of DPO Art. 37 Applicable Applicable (optional) 

 
 

5.2 i3-MARKET as a Processor  
 
i3-MARKET as a backplane and a data trading intermediary may act as a processor, in the 
scope of the GDPR, in case data sets include personal data.  

5.2.1 Articles 28 & 29 
Articles 28 and 29 directly address the role of the processor and the relationship between 
controllers and processors. Art.28.1 provides that controllers must choose only those 
processors that provide “sufficient guarantees to implement appropriate technical and 
organisational measures in such a manner that processing will meet the requirements of this 
Regulation and ensure the protection of the rights of the data subject.” From that aspect, it is 
implied that the processors should also seek to actively ensure the protection of the rights of 
the data subjects, implementing the appropriate technical and organisational measures, in 
compliance with the GDPR. Hence, obviously, i3-MARKET should also ensure that it fully 
complies with the GDPR also as a processor. Simultaneously, the processors are bind to the 
instructions of the controller and they are required to assist the controllers whenever 
necessary. Most importantly, Art.28.3 provides that “processing by a processor shall be 
governed by a contractor other legal act under Union or Member State law, that is binding on 
the processor.” Essentially, for i3-MARKET as a backplane, this means that there should be 
concrete and well-drafted contractual agreements governing the processing of personal data. 
It is essential that there will be processes and procedures in place to ensure that processing 
follows in practice the provisions of the processing agreements in place, and at the same time 
that i3-MARKET will be ready to assist the controllers in all cases necessary. 

5.2.2 Articles 30 
The obligation for recordkeeping regarding all categories of processing activities, introduced 
by Article 30 extends also to the processors. Albeit recordkeeping may not be considered as 
mandatory, in case of i3-MARKET as a backplane, following the WP 29 recommendation, it 
would be highly recommended to keep records of the processing activities.  

5.2.3 Articles 31 & 33 
As previously note, the obligation to cooperate with the DPAs, introduced under Article 31, 
includes also the processors, whereas based on the processing agreement, the processor 
may be also contractually obliged to assist the controller in responding to requests or auditing 
by the DPAs (See also Art. 28.3.h). Moreover, Article 33.2 introduces the obligation to notify 
the controller without undue delay upon becoming aware of a data breach. Hence, i3-MARKET 
as a backplane having the role of a processor will be required to assist the controllers, 
cooperate with the DPA, identify and report to controllers’ potential data breaches and assist 
controllers in assessing and mitigating risks. As such, following also the WP 29 
recommendations, i3-MARKET as a processor ought to proactively plan and employ the 
necessary and appropriate processes to be able to detect and swiftly confine a breach, as well 
as to notify and cooperate with the controllers and assist them if necessary. To do so, it may 
be advisable to have the procedures, technical and organisational means as well as the 
templates and communication channels prepared in advance.  
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5.2.4  Article 32 
Although it is the primarily responsibility of the controller to ensure the security of personal 
data processed on their behalf, the obligation is also extended to the processor, that is also 
required to implement appropriate technical and organisational security measures to protect 
personal data against accidental or unlawful destruction or loss, alteration, unauthorised 
disclosure or access. Therefore, i3-MARKET is required to take every necessary and 
appropriate technical and organisational measure to safeguard the security of personal data 
being processed.  
 

5.2.5 Article 35 
Processors are to in principle obliged to conduct DPIAs, as DPIAs are the obligation of 
controllers. However, a DPIA would be advisable, as it would be valuable both to ensure and 
demonstrate compliance and to assist controllers to ensure and demonstrate compliance. 

5.2.6 Articles 37 to 39 
The requirement to appoint a DPO is also extended to processors, under the same conditions 
that apply to controllers. In the context of i3-MARKET as a processor the appointment of a 
DPO would be highly advisable, even though not necessarily required.  
 
A summary of the foreseeable applicable articles is displayed on the Table below. 
 

Table 2: i3-MARKET as a processor  

Issue GDPR Article i3-MARKET as a Backplane 

Compliance with the Processing 
Agreement 

(including assisting controller 
whenever required) 

Art.28 Applicable 

Processor’s obligation of 
confidentiality Art.28.3.b,29 Applicable 

Compliance with Controller’s 
instructions  Art.29 Applicable 

Record of Processing Activities Art.30 Applicable (optional) 

Cooperation with DPAs Art.31 Applicable 

Data Security Art.32 (& 28) Applicable 

Data breach reporting Art. 33 Applicable 

Conducting DPIA Art.35 Applicable (optional) 

Appointment of a DPO Art. 37 Applicable 

 
 



Deliverable 6.5 – Legal Compliance by design and by default   

 

Version 1.1   I   2021-09-30   I   I3-MARKET © 41 

 

6 GDPR impact on i3-MARKET Organizational 
and technical requirements 

Building upon the previous analysis, in this Section we shall briefly review the necessary 
organizational and technical measures that i3-MARKET should consider, both as a Controller 
and as a Processor. We discuss these requirements under the light of “appropriate technical 
and organisational measures”, as mentioned in the GDPR, which means that we perceive 
these requirements as measures to ensure the security, confidentiality, integrity, and 
availability of personal data. These measures, also known as TOMs, are key components of 
the security principle and critical to demonstrating compliance with the Regulation. Given that 
to define the appropriate and necessary TOMs it is necessary to conduct a risk assessment 
and analysis, consider the organizational policies, and physical and technical measures that 
may be applicable, as well as the state of the art and costs of implementation, which arguably 
fall outside the scope of this Deliverable, the Section is not intended to provide with an 
extensive analysis of all the organizational and technical measures relevant and/or necessary, 
nor to provide with a specific and concrete list of technical and organizational requirements, 
but rather to offer a high-level overview that can be used as a point of departure and reference. 
In Deliverable 6.10 we will revisit this discussion, review the implemented measures, and 
assess them, based also on the outcomes of the DPIA which will be conducted in terms of 
Deliverable 2.3. 
 

6.1  Organizational Requirements 
Organizational measures include the internal policies, standards, procedures and processes, 
audits and assessments aimed to ensure the security of personal data, as well as the 
consistency in protection during the entire processing cycle. In some cases, they may also 
include measures aimed at safeguarding compliance with other obligations and requirements 
of the GDPR beyond the security principle. Such organizational measures may include:  

o Information Risk Assessment and Analysis aimed to identify and develop prevention 
and mitigation solutions; 

o Privacy, Data Protection, and Information security policies recording the standards and 
necessary steps. Such documents should be revisited, reviewed and assessed 
regularly;  

o Dedicated personnel, with the required training, responsible for the development, 
implementation, maintenance and updating of the information security, privacy and 
data protection policies; 

o Training and Awareness among the employees, aimed to build a culture of security 
and data protection awareness, also including a transparent and clear line of 
accountability. Moreover, regular, and ongoing training as well as raising awareness 
activities can be an effective measure; 

o Pre-defined processes, procedures and templates, designated people, and clear line 
of steps in specific cases such as data subjects’ requests, data breaches, DPAs 
requests. Being pro-active, and having already established, clear, robust, and easy to 
follow procedures may be a total game changer if certain time-sensitive situations 
occur. In the same context templates and sample documents may be particularly 
useful; 
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o Regular reviews and audits aimed at ensuring that policies and procedures in place 
are effective. Regular assessments aimed to evaluate the effectiveness and identify 
corrective measures can be valuable to ensure and demonstrate compliance.  

 

6.2  Technical Requirements  
On the other hand, the technical measures focus on measures and controls related to 
technologies, design, devices, networks, and hardware. Such measures primarily focus on 
system security, data security, online security, device security.  Technical measures are 
critical to ensure the security, integrity, confidentiality, and availability of personal data, yet 
identifying them and determining the exact measures that are in each case appropriate may 
be particularly challenging.  
 
Article 32 of the GDPR, focusing on the security of processing, specifically suggests  
“ (a) the pseudonymisation and encryption of personal data; 
  (b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of 
processing systems and services; 
  (c) the ability to restore the availability and access to personal data in a timely manner in the 
event of a physical or technical incident; 
  (d) a process for regularly testing, assessing and evaluating the effectiveness of technical 
and organisational measures for ensuring the security of the processing.” 
 
The level of these measures is to be determined based on the “the risks that are presented by 
processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised 
disclosure of, or access to personal data transmitted, stored or otherwise processed” 
 
Pseudonymization and encryption, as the only concrete measures suggested in Art.32, are 
particularly important.  
 

o The GDPR in Article 4 defines pseudonymization as “the processing of personal data 
in such a way that the data can no longer be attributed to a specific data subject without 
the use of additional information.” To pseudonymize a data set, the “additional 
information” must be “kept separately and subject to technical and organizational 
measures to ensure non-attribution to an identified or identifiable person.” (Art.4.3.b) 
In that sense, pseudonymization, as a privacy-enhancing technique, in all simplicity 
implies the replacement of user-related data by random codes, essentially masking 
the information that can point to the identity of a data subject using pseudo-identifiers, 
leading to the de-identification of the person. As already discussed in D6.2, measures 
of pseudonymization should be taken, as long as it is possible, within the same 
Controller in terms of the technical and organizational measures necessary to ensure 
and demonstrate compliance with the GDPR. (Recital 29) However, the explicit 
introduction of pseudonymization does not preclude and should not discourage the 
employment of any other mean of data protection. (Recital 28) To determine whether 
a natural person is still identifiable, all the means reasonably likely to be used should 
be considered. Finally, it is noteworthy that, unlike anonymization, pseudonymization 
techniques do not exempt controllers from the obligation to adhere to the GDPR, as “it 
merely reduces the linkability of a dataset with the original identity of a data subject 
and is accordingly a useful security measure.” (Article 29 DATA PROTECTION 
WORKING PARTY, 2014) 
 

o Encryption, on the other hand, is a widely-available measure with relatively low costs 
of implementation. It is a mathematical function that encodes data in such a way that 
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only authorised users can access it, protecting it this way against unauthorised or 
unlawful access, sharing and/or processing. In other words, encryption is a privacy-
enhancing technique in which data is translated into code, that can be only decrypted 
using a special key. It may be applied to hard disks, storage media, backup data and 
any other media used for the storage or any kind of processing of personal data. 
Encryption may be also applied to any kind of communication of personal data. More 
specifically, cryptographic protocols such as TLS, may be used to protect information 
in transit over public networks. Encryption is a valuable tool for compliance, and a key 
concept in GDPR, particularly given that Article 34,3.a, absolves data controllers from 
the requirement to notify affected individuals about a personal data breach if the 
controller has implemented protection measures, “in particular those that render the 
personal data unintelligible to any person who is not authorised to access it, such as 
encryption.” 

 
Looking beyond pseudonymization and encryption, other technical measures may include: 
 

o Cybersecurity Measures including but not limited to strong personal passwords that 
regularly change, firewalls, malware scans, anti-virus protection with state of art 
solutions which are regularly and automatically updated, patches and updating the 
software on a regular basis (whenever required); 

o Cybersecurity tests, the “motivated intruder” test, and vulnerability management, 
including regular vulnerability scanning of IT infrastructure critical devices, aimed to 
detect, gather, classify and report vulnerabilities and provide suggestions for 
remediation, and penetration tests conducted annually by external parties;  

o Data security controls, including logical segregation of data, restricted access and 
monitoring, and where applicable, utilization industry-standard encryption 
technologies; 

o Access and Information Security Strategy premised on access rights to data bases 
containing personal data granted on a need-to-know basis, without blanket access 
and/or shared passwords, and using a traceable line of steps that may expose the 
security risk or the accountable person via event logging and related monitoring 
procedures to proactively record user access, remote access via VPN; 

o Password controls, aimed to manage and control password strength, and usage 
including prohibiting users from sharing passwords; 

o Transmission security using SSL certificates and other forms of safe data transfers; 
o Regular backups that are consistently checked to verify successful recovery. 

 
In the same context, international information security standards may be also relevant, 
providing guidelines and general principles for planning, implementing, maintaining and 
improving information security. Of course, such measures are to be regularly reviewed, 
assessed, and evaluated, and revised, if deemed necessary. 
 
Moreover, as the UK ICO rightfully observes, although we tend to define technical measures 
primarily in terms of IT security, it is critical to ensure also physical security measures as well, 
as significant security incidents may be due to the theft or loss of equipment, the incorrect 
disposal of old computers systems, hard-copy records being lost, stolen or incorrectly 
disposed of etc. From this angle it is highly recommended to consider measures related to 

o Access control with electronic locks or chip cards, and protection of premises by such 
means as alarms, security lighting or CCTV, particularly in server rooms and archive 
rooms; 

o Supervised visitors; 
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o Secure disposal of any paper and electronic waste, including but not limited to hard 
discs, storage devices, computer components etc. employing a specific 
asset/document disposal strategy, after having identified the devises containing 
personal data and the category of personal data. 

Finally, a number of international cybersecurity standards may be relevant, including but not 
limited to:  

o ISO 22301:2012, which provides a best-practice framework for implementing an 
optimised business continuity management system; 

o SO/IEC 27001:2013 (ISO 27001), which assists organizations to manage the security 
of their information assets, offering a management framework for implementing an 
information security management system to ensure the confidentiality, integrity, and 
availability of all corporate data, including but not limited to personal data; 

o ISO 27701 (full title: ISO/IEC 27701 Security techniques – Extension to ISO/IEC 27001 and 
ISO/IEC 27002 for privacy information management – Requirements and guidelines), which is 
a management standard that was published in 2019 in response to the growing need 
for a global data privacy framework, specifying the requirements for establishing, 
implementing, maintaining and continually improving – a privacy information 
management system, intended to assist organizations to comply with global privacy 
standards, among with the GDPR; 

o ISO 25237:2017, which contains principles and requirements for privacy protection 
using pseudonymization services for the protection of personal health-related 
information; 

o ISO/IEC TS 19608:2018, which provides guidance for developing security and privacy 
functional requirements based on ISO/IEC 15408, assisting organization in selecting, 
specifying security functional requirements from ISO/IEC 15408-2 to protect 
Personally Identifiable Information, and defining both privacy and security functional 
requirements etc.  

Of course, given that compliance is an ongoing process, technology continuously develops, 
and new risks for privacy and data protection constantly arise, while new means and methods 
to protect and safeguard data emerge, TOMs ought to be regularly revisited, and revised if 
necessary. 

6.3 i3-Market TOMs  
The key word, regarding TOMs, is the adjective “appropriate” which signifies the risk-based 
approach of the Regulation. Hence, to assess the exact kind and the level of TOMs required, 
it is essential to clarify the organizations role as a controller and/or as a processor, and then 
conduct a detailed risk assessment, also considering the state of the art and costs of 
implementation, as well as the nature, scope, context ,and purpose of processing. Whereas 
the risk assessment will be part of the DPIA that will follow, in Deliverable 2.3, there some 
preliminary remarks that we may discuss here. Our point of departure is that, given the strong 
privacy commitment, which is a key part of the i3-MARKET vision, in every aspect of 
processing, to the extent that personal data is processed, it is essential to take all the 
appropriate technical and organizational measures to ensure the security of processing, as 
well as the security, confidentiality, integrity and availability of personal data, and the overall 
compliance with the requirements of the GDPR. However, in some cases the level of the 
obligation to take such measures may vary, based on whether i3-MARKET is engaged in the 
processing as a backplane, or as a project, as in terms of i3-MARKET as a project.  
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To begin with, focusing on organizational measures, as already discussed in this deliverable, 
a DPIA would allow i3-MARKET to identify and develop the necessary prevention and 
mitigation solutions, identifying and analyzing potential risks and the overall impact of the 
processing in a way that will inform not only the organizational but also the technical measures 
required, both as a backplane and as a project. Moreover, privacy, data protection and 
information security internal policies, describing the steps to be taken, the procedures and the 
processes, as well as the go-to personnel would also be central to ensure and demonstrate 
compliance, and to safeguard the security of data. Whereas in terms of i3-MARKET as a 
backplane this is an obvious step to be taken, as a project this may not be strictly required, as 
some aspects of privacy and data protection are addressed in the Ethics Deliverables. 
Nevertheless, such policies, not necessarily as formal documents, but as roadmaps, or simply 
as internal exercises, could be useful. Privacy and data-protection training and a culture of 
privacy awareness would be valuable in both cases, yet specifically in terms of i3-MARKET 
as a backplane specific training and a clear line of accountability is critical. Finally, in both 
cases, pre-defined processes, procedures, designated people and previously prepared files 
and templates are a useful tool to ensure that i3-MARKET can successfully respond to time-
sensitive requests or occasions and demonstrate compliance. In particular in the case of i3-
MARKET as a backplane, this sum of organizational tools is highly recommended. Revisiting, 
assessing and revising the implemented measures is also vital to ensure compliance for i3-
MARKET as a backplane. Given the relatively short lifespan of i3-MARKET as a project, 
regular revisions are not deemed necessary. 
Turning to the technical measures, the usage of the pseudonymization and encryption of 
personal data to the largest extend possible, is highly recommended for i3-MARKET both as 
a backplane and as a project. Particularly encryption of all stored and transmitted data may 
be a critical protective measure. Additionally, focusing on i3-MARKET as a backplane, a 
variety of cybersecurity-related measures, such as strong personal passwords that are 
regularly updated, firewalls, malware scans, anti-virus protection with state of art solutions 
which are regularly and automatically updated, patches and updating the software on a regular 
basis, are also relevant. In terms of i3-MARKET as a project, similar measures are highly 
advised for the three industrial pilots, to the extent that personal data is processed. Regarding 
various cybersecurity tests, and vulnerability management, such a detailed and thorough 
testing of IT systems is certainly required for i3-MARKET as a backplane. While as a controller, 
according to the so far foreseeable scenarios, it is not expected to collect and process 
sensitive data, as a processor the backplane may be used for sharing/trading of sensitive 
personal data, or for sharing/trading of personal data on a large scale. Therefore, it is both 
appropriate and necessary to ensure a high level of information systems security. Looking at 
i3-MARKET as a project, to the extent that personal data will be processed in the three 
industrial pilots, it is highly advisable to carefully consider the measures required and 
appropriate to ensure cybersecurity and IT security. Data security controls, access on a need-
to-know basis, personal access credentials, VPN for remote working and other steps in terms 
of a larger information and data security strategy are also highly encouraged for i3-MARKET 
as a backplane. In terms of the project, and particularly focusing on the three pilots, similar 
measures are also relevant, but need to be adjusted to the level appropriate. Finally, in both 
cases, safely transmitting and storing data, using the appropriate certificates, and encryption 
methods, conducting regular backups, as well as ensuring that there are specific and safe 
means to destroy data and dispose hardware and/or documents that may include data is 
absolutely vital, again adjusting the measures to the level appropriate, depending on whether 
we focus on i3-MARKET a backplane or as a project. 
More specific comments and concrete recommendations, also focusing on the different roles 
of i3-MARKET as a controller and as a processor can be made after the risk analysis is 
conducted, and we have a more clear view of the protective measures that are already 
implemented, and of the technologies and processes chosen. 
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7 Preparing i3-MARKET for compliance by 
design & by default 

 
As mentioned in Section 2, a key objective behind our i3-MARKET Project, and one of the 
most significant motives of our research is creating a backplane with privacy and data 
protection embedded in its design principles and organisational characteristics. As such, 
following an LPbD approach and the principles of VSD, we consider privacy and data 
protection as a priority in our research and our activities, both as a research Project and as a 
future data trading intermediary. To ensure compliance by design and by default i3-MARKET 
shall create a series of procedures and define activities to guarantee that the requirements of 
EU data protection law by design and by default are accomplished correctly. The overall 
procedure that compiles the different design principles and organisational characteristics is 
conducting a DPIA is a decisive step for this compliance. In the following sections the DPIA 
for i3-MARKET project is explained. 
 
 

7.1 i3-MARKET compliance by design and by default  
As previously discussed, A DPIA is required whenever processing is likely to result in a high 
risk to the rights and freedoms of individuals, particularly in case of systematic and extensive 
evaluation of the personal aspects of an individual, including profiling; processing of sensitive 
data on a large scale; systematic monitoring of public areas on a large scale. In principle it is 
the obligation and responsibility of the controller to assess if a DPIA is required, however, it 
“can also be useful for assessing the data protection impact of a technology product, for 
example a piece of hardware or software, where this is likely to be used by different data 
controllers to carry out different processing operations.” (Article 29 Working Party, 2017) 
Hence, even though the controller deploying the product remains obliged to carry out its own 
DPIA, this can be informed by a DPIA offered by the product provider. As such, looking beyond 
the question whether we are obliged to carry out a DPIA and embracing the WP 29 
encouragement to perform DPIAs, not only as a way to demonstrate compliance, but also as 
an efficient and effective tool to identify and remedy/mitigate potential risks, a DPIA is in our 
future plans. Given the time frame and the progress of the Project at this stage, it would be 
ineffective to carry out a DPIA in terms of this Deliverable. Instead, a DPIA is intended to be 
carried out over the year 2 and year 3 of the project by providing in terms of Deliverable one 
DPIA for the project and one DPIA for the Backplane. Yet, although we may not be able to 
offer a DPIA at present, in this Section we shall review some of the key questions/aspects our 
DPIA will take into account. 

 
 

7.2 Conducting a DPIA in i3-MARKET project 
As outlined in Article 35, the Regulation requires DPIAs to contain a systematic description 
of the envisaged processing operations and the purposes of the processing, including, where 
applicable, the legitimate interest pursued by the controller; an assessment of the necessity 
and proportionality of the processing operations in relation to the purposes ; an assessment 
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of the risks to the rights and freedoms of data subjects; the measures to address the risks, 
including safeguards, security measures and mechanisms to ensure the protection of personal 
data and to demonstrate compliance with the GDPR, taking into account the rights and 
legitimate interests of data subjects and other persons concerned. However, apart from these 
minimum enclosures, and the requirement that the DPIA should be carried prior to the 
processing, the Regulation does not provide with more concrete guidelines. Apparently, there 
is hardly a single way to conduct a DPIA, while the overlaps with Privacy Impact Assessments 
(PIAs), adds to the confusion, especially since it is not always clear whether DPIAs and PIAs 
are the same thing. Generally speaking, PIAs is a privacy focused impact assessment which 
assists organisation to identify and manage privacy risks. On the other hand, the DPIA was 
formally introduced with the GDPR, and it relates not only with privacy but also with data 
protection. Nevertheless, it seems that the WP 29 considers them as the same procedure, 
given that in the Introduction of its guidelines for the DPIAs it is noted that “the term “Privacy 
Impact Assessment” (PIA) is often used in other contexts to refer to the same concept.”(Article 
29 Working Party, 2017) 
In an effort to shed light to the processes of carrying out a DPIA WP 29 has issued a set of 
guidelines that were formerly discussed, in Section 3 while reviewing Art.35. In the 
“Guidelines” it is exemplified that a DPIA may concern a single data processing operation or 
a set of processing operations that are similar in terms of risks and/or technology, “provided 
adequate consideration is given to the specific nature, scope, context and purposes of the 
processing;” it should start as early as possible and be regularly revisited and revised. (Article 
29 Working Party, 2017) Moreover, it is stressed that the Regulation offers flexibility to the 
controllers “to determine the precise structure and form of the DPIA in order to allow for this 
to fit with existing working practices.” (Article 29 Working Party, 2017) Yet, even though the 
flexibility is welcomed and often valuable, it may be practically difficult for the organisations 
that are obliged or voluntarily decide to carry out a DPIA to ensure that they do it correctly. 
There are a number of different established processes within the EU, for example the German 
“Standard Data Protection Model” (SDM),9 the Spanish “Guía práctica para las evaluaciones 
de impacto en la protección de datos personales,”10 the France software tool for PIAs11 by the 
“Commission nationale de l’informatique et des libertés” (CNIL), and the detailed guidelines12 
and DPIA templates13 and content suggestions from the United Kingdom Information 
Commissioner’s Office. The following key questions that will be included in the DPIA are 
derivative of these exemplary samples. 
 
 
 
 

 
 
9 https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methodology_V1.0.pdf 
10 https://www.aepd.es/sites/default/files/2019-09/guia-evaluaciones-de-impacto-rgpd_0.pdf 
11 https://www.cnil.fr/en/cnil-releases-free-software-pia-tool-help-data-controllers-carry-out-data-protection-impact 
12https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-
protection-impact-assessments-dpias/how-do-we-do-a-dpia/ 
13https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/accountability-and-governance/data-protection-impact-assessments/ 
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7.3 i3-MARKET Project’s Compliance Checklist 
A. Pre-assessment and criteria determining the need to conduct a DPIA 

1. Personal data involved 
� Will personal data be collected/processed? 

� Is sensitive data involved? 

� Can the non-personal data collected become personal due to linkage by third 
parties? 

� Does processing involve combining, comparing and/or matching data from 
multiple sources? 

� Will data concerning vulnerable data subjects be processed? 

� Will children’s personal data be processed? 

� Will the data subjects know that their data will be processed, or the activities 
involve processing personal data without providing a privacy notice directly 
to the data subjects? 

2. Processing characteristics 
� Do the activities involve systematic monitoring? 

� Do the activities involve processing of personal data/sensitive personal 
data on a large scale? 

� Will there be evaluation or scoring? 

� Will there be automated decision-making with significant effects? 

� Will profiling, automated decision-making or special category data be 
used to help make decisions on someone’s access to a service, 
opportunity or benefit? 

� Do the activities involve processing of personal data in a way that 
involves tracking individuals’ online or offline location or behaviour? 

� Have the processing characteristics (nature, scope, context, purpose) 
change since the last DPIA? 

3. Technologies used  
� Will innovative technological organisational solutions be employed? 

� Have the technologies changed since the previous DPIA? 

4. Impact on rights and freedoms 
� Does processing involve or may result to preventing data subjects from 

exercising a right or using a service or contract? 
� In the event of a security breach could the processing result in a risk of 

physical harm? 

5. Role 
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� Is the organisation a controller or a processor in terms of the processing 
activities in question? 

B Conducting a DPIA 

1. Describe the nature of the processing 
§ How will the data be collected, used, processed and stored? 
§ Where and for how long it will be kept? 
§ How it will be deleted?  
§ What is the source of the data?  
§ Will the data be shared data with third parties?  
(It may be useful to refer to a flow diagram or other way of describing data flows.)  
§ What types of processing are identified that may lead to a high risk? 

2. Describe the scope of the processing 
§ What is the nature of the data?  
§ Is special category of data or data related to criminal offence included?  
§ How much data will be collected and used?  
§ How often will it be used?  
§ For how long will the data be retained?  
§ How many individuals are affected?  
§ What geographical area does it cover? 

3. Describe the context of the processing 
§ What is the nature of the organisation’s relationship with the data subjects?  
§ How much control will they have?  
§ Would they expect their data to be used in this way?  
§ Are there prior concerns over this type of processing or security flaws?  
§ Is the processing novel in any way?  
§ What is the current state of technology in this area?  
§ Are there any current issues of public concern that the organisation should 

factor in?  
§ Is ther any approved code of conduct or certification scheme (once any have 

been approved)? 

4. Describe the purposes of the processing 
§ What is the purpose of the processing? 
§ What is the intended effect on individuals?  
§ What are the benefits of the processing? 

• Applicable law, legal basis 

• Weighting the interests of data 
subjects and controllers   

• Legitimacy of purposes 

• Special requirements 
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5. Check the processes and procedures in place to respond to data subjects’ 
requests to exercise their rights  

§ Who is responsible to respond to such requests? 
§ Can we respond to requests within the time frame? 
§ Are there processes already in place to ensure we can respond to 

requests in accordance with the GDPR? 
§ Do we have templates ready? 

6. Check the processes and procedures in place to ensure cooperation with the 
DPAs and reporting in case of data breach 

§ Who is responsible to initiate the notification process? 
§ Can we comply with the 72-hours time frame? 
§ Are there processes already in place to ensure we can assess the risk and 

notify the DPAs/the affected individuals in accordance with the GDPR? 
§ Do we have templates ready? 

7. Consider the consultation process  
§ Is consultation required? 
§ Describe when and how individuals’ views will be sought – or justify why it’s 

not appropriate  
§ Who else needs to be involved within your organisation?  
§ Will the processors asssistance be required?  
§ Will consultation with information security experts, or any other experts be 

required? 

8. Describe compliance and proportionality measures 
§ What is the lawful basis for processing?  
§ Does the processing actually achieve the purpose?  
§ Is there another way to achieve the same outcome?  
§ How will function creep be prevented?  
§ How is data quality and data minimisation ensured?  
§ What information will be provided to the data subjects?  
§ How will the rights and freedoms of data subjects be guaranteed?  
§ What measures are taken to ensure processors comply?  

9. Risk assessment: Source of 
risk and nature of potential 
impact 

Likelihood of 
harm 

Severity of 
harm 

Overall risk 

  Remote, 
possible or 
probable 

Minimal, 
significant or 
severe 

Low, 
medium or 
high 



Deliverable 6.5 – Legal Compliance by design and by default   

 

Version 1.1   I   2021-09-30   I   I3-MARKET © 51 

 

10. Identify additional measures you could take to reduce or eliminate risks 
identified as medium or high risk 

 Risk Options to reduce 
or eliminate risk 

Effect on risk Residual risk Measure 
approved 

   Eliminated 
reduced 
accepted 

Low medium 
high 

Yes/no 

11. Information security risks/vulnerabilties  

 Risks that may jeopartise confidentiality  

 Risk Explanation of 
the risk 

Propability Remedy 

     

 Risks that may jeopartise integrity 

 Risk Explanation of 
the risk 

Probability Remedy 

     

 Risks that may jeopartise availability 

 Risk Explanation of 
the risk 

Probability Remedy 

     

C Planning the next DPIA 

12. Identification of the necessity for a next DPIA 
§ When should the next DPIA take place? 
§ Are there any pending issues to be resolved? 
§ Which steps should be taken until the next DPIA? 
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8 Conclusions and Next steps 
This Deliverable builds on the initial observations of Deliverable 6.2. combined with the 
insights gained from the progress of the Project so far. It crystalises the early remark on the 
multiplicity of roles such a large-scale and ambitious Project would have, related to data in 
general and personal data in specific.  
This deliverable is aimed to offer "a review of the placement of i3-MARKET in all the 
foreseeable alternative scenarios, clearly establishing if and when i3-MARKET falls within the 
scope of GDPR, or other relevant legal frameworks". This deliverable discussed the applicable 
GDPR articles and highlights instances in which organizational and/or technical measures 
should be implemented. However, it addresses the Technical and Organizational 
requirements in section 6 the next version of this deliverable fits better as a holder of all the 
details, here is just presented the first analysis according to the planned progress of the i3-
MARKET Project and as demonstration of the viability and soundness of the project.  
Concerning Privacy Governance and the right to be forgotten, the implementation of Privacy 
Governance as well as the level of compliance with the GDPR requirements, including but not 
limited to the right to be forgotten, will be thoroughly addressed in D6.10 in M24, which is 
specifically intended to review and analyse how the GDPR has informed/influenced the 
technical and organizational aspects of i3-MARKET and assess our compliance. ("provides 
an evaluation of the legal compliance of the work done in the project and proposes the best 
suited business models with regard to the work done in Tasks 6.4 and 6.3.") 
Reviewing the obligations of collectors and processors under the light of its respective roles it 
becomes clear that i3-MARKET needs to design its organisational and technical processes 
and procedures placing privacy and data protection in the centre of decision-making.  
Moreover, the initial suggestion to consider the possibility for a DPIA, expressed in Deliverable 
6.2, is reaffirmed in this Deliverable, that underlines impactful role of a DPIA to ensure, not 
only compliance with the EU Data Protection law, but also the materialisation of the i3-
MARKET vision of a data marketplace backplane premised on trust and fairness, with privacy 
and data protection hardwired in its design, technical and organisation characteristics and 
processes.  
Finishing the underlying study, apart from a DPIA, it is advisable to prepare the necessary 
documentation, including but not limited to processing agreements, and the templated 
required to safeguard compliance with the GDPR provisions recognised as applicable in this 
Deliverable, and reflect upon the recommendations included in Section 5 on actions and 
measured required. Additionally, building upon the observations and the insights from this 
Deliverable it should be thoroughly considered and ensured that all the processes and 
practices are in line with the identified obligations and in case of derogation it should be verified 
that they are permitted. 
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